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1. Introduction

1.1 Purpose




This document defines the Operational Level Agreement (OLA) between the Integrated Financial Management  Program Competency Center (IFMP CC) and Dryden Flight Research Center (DFRC) for the Core Financial module. This OLA document defines the roles and responsibilities of the IFMP CC and the Center in delivering required service to Core Financial users at DFRC. The services required are defined in the Agency Service Level Agreement (SLA) for Core Financial. 

1.2 Background

The Integrated Financial Management Program (IFMP) has developed and implemented a multi-tiered support model for IFMP applications once they are placed in production. This support model is based on a centralized IFMP Competency Center and a local element of support at each NASA Center.  The key documents that are used to define the organization and scope of IFMP sustaining support services and support performance levels are the Service Level Agreement (SLA) and the Operational Level Agreement (OLA). An SLA is created for each IFMP application prior to that application becoming operational. The SLA documents the key services required to support the application and key metrics that are used to define acceptable performance levels in the delivery of these services. The SLA is an agreement between the IFMP CC and the Agency Steering Committee for that application. The SLA also documents roles and responsibilities of the IFMP CC and the Centers in the providing sustaining support services. The intent of the SLA is to have a single Agency standard for service levels and roles and responsibilities. The Operational Level Agreement is an agreement between the IFMP CC and a Center. The OLA is based on the SLA and documents how the roles and responsibilities defined in the SLA will be implemented by both the IFMP CC and the Center. The OLA documents the individuals and contact points from both the IFMP CC and the Center that are involved in providing support services. An OLA with each NASA Center is developed for  each IFMP application. In addition, special purpose OLAs exist with other Agency service providers who have specific responsibilities in delivering elements of IFMP sustaining support services (Figure 1).   REF _Ref17022052 \h 
 illustrates the relationship between the SLA and OLA and how both agreements are vital to the end-to-end delivery of IFMP applications.
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Figure 1. Service Level Agreements and Operational Level Agreements
1.3 Center specific documentation

The appendices of the OLA serve to provide documentation of the NASA Center’s organizational structure and operational processes which support their IFM user community. The contents of the appendices is described below.

	Appendix
	Description

	Appendix A.  Center Points of Contact


	The NASA Center is to provide names and contact information for the persons filling the Center roles defined in Table 1.  The NASA Center is also to reflect any changes in the roles and responsibilities prescribed in Table 1 that may result in the Center’s specific implementation of its financial processes and support organizations.  It would be helpful if the Center also provided an organizational structure defining how the IFM support is integrated into the Center organization structure.

	Appendix B. IFM Competency Center Points of Contact
	The IFM CC will provide names, contact information, and roles and responsibilities for the personnel that the NASA Center will be interfacing with on a routine basis.

	Appendix C. Helpdesk Workflow
	The NASA Center is to provide a helpdesk flow diagram describing the interaction between its users, superuser network, local IT helpdesk, functional helpdesk (if applicable), and the IFM competency center.

	Appendix D.  Center Account Management Process
	The NASA Center is to document its processes for performing day-to-day Core Financial security administration, to include SAR form retention, new account approval, role changes, separation of duties determinations, and employee termination process.  The scope will include R/3, Bankcard, BW, and NISSU.


1.4 Periodic Reviews

This document will be reviewed periodically by the NASA Center and the Competency Center as follows:

	Frequency of review
	Date of first review

	Annually
	January, 2003


1.5 Reference Documents

Supporting documentation referenced within this OLA:

	Title

	NASA IFMP CF Service Level Agreement (See http://ipo.ifmp.nasa.gov)

	NASA IFMP Competency Center Standard Operating Procedures (See http://ipo.ifmp.nasa.gov)

	NASA IFMP Competency Center Help Desk Procedures (See http://ipo.ifmp.nasa.gov)

	NASA IFMP Configuration Management Plan (See http://ipo.ifmp.nasa.gov)

	NASA IFMP Desktop Requirements Document (Currently accessible to ITPOCs at http://ipo.ifmp.nasa.gov)


2. Process for APPROVING AND Maintaining the OLA

This document will be completed and approved by the IFM Competency Center Manager and the Center’s IFMP Steering Committee chairperson prior to the  Core Financial Operations Readiness Review (ORR).  Additionally, this document will be placed under Configuration Management control and changes will be managed in accordance with the IFMP Configuration Management Plan.  Access to the baseline version of this document by the Center IFMP Customer Board or Steering Committee and other interested parties will be enabled via the Integration Project Office website located at http://ipo.ifmp.nasa.gov.  

The IFMP Competency Center Manager is responsible for:
· Collecting suggestions for updates to this OLA 

· Preparing a draft of the revised OLA while highlighting significant changes

· Ensuring that all changes are approved by the NASA Center and IFMP CC 

· Maintaining an archive with current and past versions of this OLA in accordance with the IFMP Configuration Management Plan

3. Operational Support 

3.1 Roles and Responsibilities

The IFMP CC is structured to leverage NASA’s transformation to a centralized, single instance of Commercial off the Shelf (COTS) business systems. A key concept on which the IFMP CC is  based is the integration of business process, application and information technology support into a single organization. Another concept is to centralize as much of the support services as possible in order to gain efficiencies and insure Agency standardization. Although much of the support is centralized in the IFMP CC, key elements of support must still be provided at the Center level. 


Table 1 below defines Center, Agency and IFMP CC roles and responsibilities required to successfully support Agency use of the Core Financial application. It is recognized that each Center will exercise flexibility implementing the roles due to size and uniqueness of the business process support approach.  For instance, the number of Super Users at each Center will vary based on the level required to support business operations staff and the degree to which the Center establishes Super Users outside the primary functional organizations. Centers may also elect to combine roles (at least initially), such as the Business Systems Coordinator with the Business Process Lead or Information Technology Point of Contact (ITPOC). However, it is critical for each Center to clearly account for all roles/responsibilities described in Table 1 and document as required in Appendix A of the Core Financial Operational Level Agreement (OLA).   

Table 1.  Center, Agency, and IFMPCC Roles and Responsibilities

	Provider
	Role
	Responsibilities and Guidelines

	Center
	Business Process Lead
	Serves in a full-time capacity to perform the following responsibilities:

Primary interface to IFMP CC Application Functional Support Experts for business process improvements and as an active participant in problem resolution.
· 

Ensures that all Center roles defined in OLA are staffed

Represents Center Business Process Owner(s) concerning changes to Agency and/or Center business processes

Center’s Level 3 Change Control Board (CCB) member

· Evaluates and submits Center-initiated Change Requests

Coordinates maintenance of Center-level master data.
Actively engages multiple user constituencies at Center (e.g., finance, procurement, Project Offices, logistics, resource managers, etc) to insure issues with the system or business processes are identified and resolved.
Coordinates testing and acceptance of specified system changes.

Establishes a network of Super Users at the Center, across all sub-process areas, who will assist in the support process.


	Center
	Super Users
	Provides informal user instruction and support

· Understands the business process and fields “how to” questions 

· Assists IFMP CC in troubleshooting problems

· Leads informal, follow-up training to address Center specific knowledge gaps

· Submits, or assists user, in entering IFMP CC Service Requests (optional)

Tests changes and new functionality upon request by IFMP CC

Provides ongoing feedback to IFMP CC concerning improvement of On-Line Quick Reference (OLQR) tool and job aids
Centers may identify additional Super Users to assist with support 

	Center
	IFMP Business Systems Coordinator
	Works with the IFMP CC to ensure execution of end-to-end service level management for Center users
Manages help desk/user support process at the Center, including integration with IFMP CC processes

Responsible for maintenance of Center OLA
Manages IFMP CC charge-back process for Center

Receives and distributes service level report from IFMP CC

Receives problem escalation notifications from IFMP CC and escalates according to Center escalation process.

Communicates system activity and outage plans to Center users

Interacts with Information Technology Point of Contact or Integration Project Office concerning IT infrastructure elements and associated service providers required to deploy IFMP applications at Center

Defines and maintains Center user account approval process 

	Center
	Reporting Lead
	Serves in a full-time capacity to perform the following responsibilities:

Works with the IFMP CC R/3 and Business Warehouse Reporting Leads to insure that the information and reporting needs of the Center’s users are met.  As such, the Center Reporting Lead functions as the center interface for issues, questions, and suggestions and as the Competency Center focal point back to the Center.

Works with Center project offices to assist them in the understanding of BW query capability, gathering customer query requirements, ensuring that they receive the reports they need, and translation of BW reports and data.  Works with the Center Super Users to facilitate process and data understanding on the part of the end users.

As Center specific report requirements are approved, works with Center BW Query Developer to translate requirements and ensures timely delivery of reports

Communicates BW enhancements and activity notices to local BW user community

Answers general questions about tool function and capabilities.

Ensures consistency of queries with Agency standards and that Center development does not duplicate Agency reports

	Center
	User Account Administrator(s)
	Processes Center User Access Requests and assigns/maintains users within the application to defined roles
Performs user ID, password creation and maintenance, including password resets (excluding Bankcard and Citrix which will be performed by the IFMP CC)

Maintains record retention and support security audits in accordance with NASA and Center security policies



	Center
	Interface Lead
	Insures maintenance of legacy side Center interfaces 

Insures proper notification to IFMP CC of proposed legacy system changes that may impact Core Financial interfaces


	Center
	Information Technology Point of Contact (ITPOC)
	Coordinates following areas to enable end-to-end service delivery:

LAN support

Local disaster recovery

Center Infrastructure systems management and monitoring

Local IT Security

Tier 1 Help Desk

Desktop Systems Support

Software Distribution

	Center
	Post-Implementation Training Coordinator
	Conducts formal instructor-led training as required

Conducts informal training to address Center-specific knowledge gaps (includes development of supporting instructional material)

	IFMP CC
	Application Functional Support
	Perform software configuration tasks for Agency configuration

Provide Tier 2 Help Desk application support

Maintain Agency-level application configuration and master data

Works closely with Center Business Process Lead and Super User network to coordinate resolution of issues and communicate system changes

Supports and administers the CCB process

Provide training documentation & user procedures maintenance 

Perform unit, integration and regression testing in support of quality assurance & system validation 

Identify business process/policy resolution 

Perform complex problem troubleshooting 

	IFMP CC
	Functional Support Lead
	Coordinates the activities of all functional support resources within the IFMP CC

Insures that service levels are met in responding to customer service requests

Insures proper communication flow between Center Business Process Leads and the IFMP CC

Insures that changes are adequately tested from a functional standpoint

Coordinates the maintenance of Agency level tables and configuration

Works with Agency Business Process Lead and Agency Business Process Owners in interpreting new requirements from CCB

Insures that training materials and user documentation are maintained

	IFMP CC
	Application Development Support
	Develop and maintain enhancements, extensions and R/3 reports

Integrate and support interfaces to other systems (EAI middleware)

Provide technical support for application problem resolution

Develop and maintain Business Information Warehouse (BW) extractors and reports

Perform unit testing

	IFMP CC
	Application Operations Support
	Perform system software licensing, installation, configuration, monitoring and maintenance
Apply vendor patches and plan release upgrades

Perform O/S, database and application administration

Perform hardware acquisition, installation, and maintenance

Plan, develop, test and implement disaster recovery

Perform system backup and recovery

Perform Bankcard and Citrix User ID/Password maintenance
Maintain Agency security roles 
Coordinate security audit support process Support Centers in resolving application security problems

	Agency


	Infrastructure Support
	IFMP data center LAN (NISN)

WAN services (NISN)

IT Security (NISN)

Disaster recovery (NACC)

Data Center facilities/off-hours system monitoring (NACC)

Citrix services (NISSU)

	IFMP CC
	Relationship Manager
	Acts as IFMP CC advocate for designated Center, interacting primarily with Center Business Process Lead 

Monitors IFMP CC Service Request (SR) system on an ongoing basis to:

· Insure integration between both Center and IFMP CC support processes

· Monitor responsiveness of IFMP CC in completion of SRs

Acts as the Center’s proxy within the IFMP CC escalation process; coordinates with CBPL to marshal appropriate Center level subject matter experts to resolve complex and time-critical issues




3.2 NASA Center Performance Standards

The Center performance standards table, below, depicts Service Levels for all IFMP applications in use at each NASA Center.

	Service
	Applicable Definitions
	Standards

	Help Desk

 (Tier I help desk triage and support)
	· User Support Calls

· Route trouble tickets that are not within the scope of the Center Help Desk (i.e. LAN, Desktop, printer) to NISC/IFMP CC.

· Refer to Help Desk Procedures document
	· ALL answered calls will be responded to.

· In any 1-month period, 95% of severity 1 problems will be routed to IFMP CC within 15 minutes.

· In any 1-month period, 90% of severity 2 -4 problems will be routed to IFMP CC within 1 business hour.

	Software Distribution
	· New releases/patches of IFMP software distributed to user’s desktop

· Emergency patch of IFMP software distributed to user’s desktop
	· ALL releases/patches will be distributed to desktop within 45 days of posting by IFMP

· ALL emergency patches will be distributed to desktop within 5 days of posting by IFMP

	Printer Support
	· Local print queue trouble tickets 
	· In any 1-month period, 90% of all print queue problems classified as “Severity 3” will be resolved within 24 business hours, except when the Center’s specified network printer service level continues to be satisfied.

	LAN Support
	· Center LAN segment availability 

· Center LAN return to service

· Center LAN performance

· Packet loss

· Round trip time
	· Center will provide LAN connectivity consistent with the ODIN contract.

	Desktop
	· Desktop Hardware return to service
	· Center will provide Desktop Hardware return to service performance consistent with the ODIN contract.

	Desktop Requirements
	· Refer to Desktop Requirements document
	


Appendix A – Core Financial center contacts

Each Center shall complete the following table by inserting the appropriate points of contact and contact numbers for each corresponding role.

	Role
	
	Contact Name
	Phone/Cell/Pager

	Business Process Lead
	
	Valerie Zellmer
	(661) 276-3604

	Super User*

* Centers should insure that a super user for each of the six subprocesses is identified.
	· Standard General Ledger
· Accounts Payable
· Accounts Receivable
· Purchasing
· Budget Execution
· Cost Management
· 
· 
· 
· 
· 
	Eileen Detka

Jim Walker

Renee Allen-Armbrister

Roberta Ross

Rosalia Toberman

Cindy Brandvig

LaVonne Bour
	(661) 276-5248

(661) 276-3605

(661) 276-2812

(661) 276-3143

(661) 276-3931

(661) 276-3276

(661) 276-3743

	IFMP Business System Coordinator
	· Business Systems Coordinator

· Information Technology Point of Contact (optional)

· Tier I Help Desk Service Owner (optional)
· Desktop Services Owner
(Includes software distribution, printing, desktop hardware) (optional)
· LAN Service Owner (optional)
	Roberta Sherrard
Roberta Sherrard
Gina Turner BISS Help Desk Lead
ODIN
ODIN
	(661) 276-2137
(661) 276-2137

(661) 276-3873

(661) 276-6346
(661) 276-6346

	Reporting Lead
	· Technical

· Functional

· Functional
	Gina Turner

Laura Peters

Kimberly Hinckley
	(661) 276-3873

(661) 276-3153

(661) 276-6118

	User Account Administrator(s)
	
	BISS Help Desk
	(661) 276-2477

	Center ITPOC
	
	Roberta Sherrard
	(661) 276-2137

	Center Legacy Interface Developer Lead
	
	Lisa Gardner
Kim Rogers
	(661) 276-7432
(256) 544-5309

	Post Implementation Training Coordinator
	
	Caron Lee
	(661) 276-5991


Appendix B – IFM COMPETENCY CENTER contacts

	Role
	Contact Name
	Email
	Phone/Cell/Pager

	Agency Business Process Lead
	Kathy Shockley
	
	

	IFMP CC Functional Support Lead
	Kathy Shockley
	
	

	CSC Functional Support Lead
	Randall Rivers
	
	

	Accounting Sub-process Lead
	Rhonda Thomas
	
	

	Budget Execution Sub-process Lead
	Cynthia Smith
	
	

	Cost Management Sub-process Lead
	Wanda Nelson
	
	

	SGL Sub-process Lead
	Wanda Broadhead
	
	

	Purchasing Sub-process Lead
	Jane Maples
	
	

	Business Warehouse Leads
	Erin Birchmeier (technical)

Joan Brewer (functional)
	
	

	Relationship Manager
	TBD
	
	


Appendix C: Help Desk flow
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Figure 1.  Problem Management Process (Normal Support Hours)
Appendix D – Center Account Management Process

DFRC’s Business Information System Support (BISS) Help Desk was established to assist the DFRC Implementation Support Team and Business Process Leads with implementation, stabilization and post stabilization activities for all IFM modules.  Included within that scope are tasks that will assist in performing day-to-day Core Financial system outages, user account management, configuration control, testing, user account reports, training, and IT considerations.  Detail for the various areas are described below. 
System Outages
DFRC’s BISS Help Desk will distribute notification of system outages, as well as call transfers, to the appropriate support groups, including but not limited to:

· ODIN Help Desk

· DFRC IST Help Desk Lead

· DFRC IST Technical Lead

· DFRC Business Process Lead

In addition, outage and transfer notifications will be distributed to the appropriate support groups, as well as the casual and active users of the IFM system, using one or more of the following methods:

· BISS Help Desk return call to customer;

· BISS Help Desk voicemail status message;

· Email to support group(s), Business Process Lead, and/or customer;

· DFRC IFMP Web Sites (i.e., Internet, Intranet, and Extranet), where applicable.
User Account Management
At the direction of the Business Process Lead, the BISS team will support user account management for each module, including but not limited to:

· Enter user account information into the user account tracking database (date and time of activation, deactivation, termination; user role and applicable module, application, database instance; reason for change; approving official; etc.);

· Assist the customer with identification and resolution of user account problems (password lockouts, resets, etc.);

· Assist the Business Process Lead with account requests and notifications to the IFMP CC;

· Maintain hard copies of signed user account request forms.

The BISS will ensure that read access to the user account tracking database is provided to the Business Process Lead, the Project Team Lead, the User Account Administrator, and the DFRC IST Help Desk Lead.
Configuration Control

At the direction of the Business Process Lead and/or DFRC IST Help Desk Lead, the BISS team will support configuration control for both center and Agency Configuration Control Boards (CCB), as follows:

· Analysis of call tickets for inclusion into Configuration Control Requests (CCR);

· Development and monitoring of CCRs;

Maintenance of configuration control documentation.
Testing

At the direction of the Business Process Lead and/or DFRC IST Help Desk Lead, the BISS team will support technical and functional testing, as follows:

· Assist with development of test plans and schedules;

· Coordinate use of the T48 lab with all testers, and ensuring technical requirements (desktop, LAN/WAN, IT Security, etc.) are identified and implemented prior to start and during performance of testing activities, as well as returning the lab to the baseline configuration upon completion of the test activities;

· Assist with, and perform test activities;

· Assist with problem analysis and recommend solutions;

· Assist with configuration control documentation, for modifications to test components (hardware and software);

· Ensure all test activities are documented in the appropriate format (e.g., Test Plan, CCR, etc.)
User Account Reports

A report for User Account activities will include, but is not limited to:

· User information:

· Account add, mod, delete (date, time, originator);

· Applicable module, sub-process, and application (e.g., Core Finance, PCard, BW, TM Citrix);

· Current user role, and status (active, inactive, terminated);

· Analysis of Accounts:

· Total number of active accounts;

· Total number of accounts modified (user role);

· Total number of accounts de-activated or terminated;

· Sorted by Module, sub-process, application, user role and status;

· Recommendations for User Account Management process improvements, eliminating recurring problems, and/or inclusion into training materials, Web site FAQ, user guides and other documentation.
Training

Provide support for training and customer familiarization of IFM modules and supporting applications, as directed by the Business Process Lead, Post Implementation Training coordinator, and/or DFRC IST Help Desk Lead, which may include, but is not limited to the following:

· Assist with the development and maintenance of training materials;

· Assist with and participate in training events, workshops, expos, etc.;

· Provide customers with group and/or one-on-one training of IFM modules, and supporting applications, business processes, etc.
IT Security Considerations

IFM systems and data are considered Business Restricted Technology (BRT) and as such, are subject to NPG 2810.
The BISS team will support and adhere to NPG 2810 requirements, where applicable. They will log and report all incidents, suspected or real, to the Organizational Computer Security Official (OCSO) and IT Security Manager. In the event of an audit, they will provide the OCSO and IT Security Manager with all requested data for which the BISS is responsible for tracking, including but not limited to: user accounts, help desk calls, etc.
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