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1 Purpose

The purpose of this document is to detail roles and responsibilities and the requirements and responsibilities for system and application maintenance and downtime.

2 Erasmus Organizational Plan: Roles and Responsibilities

	Application Support Responsibilities

(Erasmus Development Team)
	System/Database Support Responsibilities

(IFMP Competency Center)

	· Application user account administration

· Assigning access levels (Level A, B, B+)

· Processing new account requests

· Expiring unused accounts

· Verification of user identified problems 

· Assist with security management

· Provide Level II help desk support for the application, resolve functional issues and triage application problems to the applications development or system support functions.

· Support Erasmus CCB application- functionality research requests around upgrades, patches, etc., to allow Erasmus CCB to determine Business Process impact.

· The maintenance of end-user manuals, training plans and materials

· Test bug fixes and new capabilities prior to user acceptance testing. 

· Respond to questions about applications

· Receive reports of problems

· Receive requests for changes

· Communicate status of requests

· Investigate severe performance degradation

· Track problems

· Manage problems (trouble tickets) to ensure full analysis of issues and expeditious resolution.

· Analyze problems/issues surfaced to gain understanding of cause and correct avenue for distribution or applying corrections.

· Use vendor-provided or other third-party tools to enhance the application

· Build extensions to the core software

· Integrate the application solution with other packages or legacy systems

· Develop code to produce complex reports

· Assist in solving problems that relate to the technical characteristics of the application package

· Implement new business functionality

· Implement application upgrades or patches where possible within the application owner account

· Comply with regulatory requirements

· Adapt to new releases of hardware or software, whether planned or unplanned

· Accommodate new data conditions

· Provide user manuals, training and/or training materials.

· Application software licensing, installation, configuration, maintenance 

· Monitoring availability and performance of the application and network

· Installation of application patches 

· Application vendor relationship management

· Assisting with planning and support of efforts for major release upgrades of all types

· Providing usage and log reports to Business Process Owner Monthly

· Job scheduling within the application

· Performing application security administration

· Planning and testing for disaster recovery
	· OS and database licensing, installation, configuration, maintenance 

· Monitoring availability and performance of the operating system, database and network

· Application of OS and database patches 

· Hardware, OS and database vendor relationship management

· Assisting with planning and support of efforts for major release upgrades of all types

· Database administration

· Providing capacity planning documents for hardware, OS, and database to infrastructure support management monthly

· Job scheduling within the OS and database (including backup)

· Performing operating system, and database security administration

· Hardware acquisition, installation and maintenance

· Planning and testing for disaster recovery

· Storage management (allocation, backups, restores, archiving)


3 Maintenance and Downtime Responsibilities and Requirements

3.1 Change to Production Services Owned by the System Support Group

· Change requiring unrestricted system or database access

· Trivial changes may be requested and documented through the IFM trouble ticket process

· These changes include password reset, directory creation, file or database-object permission or ownership changes, and many other similar changes requiring unrestricted access but extremely limited in risk

· The system support group may determine any change to be non-trivial and request a change request and activity request before proceeding

· Non-trivial changes require an activity request in the IFM Daily Service Review (DSR) document at least two weeks prior to the requested activity date and an approved change request

· These changes include running scripts that modify the database, application changes that require a system (server) reboot, or any other change deemed to risk the integrity of the server or database
3.2 Change to Production Services Owned by the Application Support Group

· Change requiring unrestricted application access

· Change to the application infrastructure

· Includes product installation, upgrade, and code fixes for server applications, web servers, and content servers (Cold Fusion, RoboHelp, MacroMedia, etc.)

· Stopping and starting the application

--------------------------------------------------------------------------------------------------------

· For non-competency center application support, changes require an activity request in the IFM DSR document at least one DSR meeting prior to the activity

· DSR meetings occur non-holidays, Monday through Friday, at 8:30 AM Central time

· For competency center application support, non-trivial changes require an activity request in the IFM Daily Service Review (DSR) document at least two weeks prior to the requested activity date and an approved change request

--------------------------------------------------------------------------------------------------------

· These changes are to be carried out by the application support group under application owner permissions

· If unrestricted system or database access is required, the changes must be accomplished via system support non-trivial change procedures

4 Problem Resolution and Quality Standards

	Service
	Applicable Definitions
	Standards
	Calculation

	Problem Resolution
	Severity 1 problems are immediate and total loss of critical business functions
	Q1: In any 4-month period, 95% of severity 1 problems will be resolved within 4 business hours.
	Q1 = Actual / X1%

	
	Severity 2 problems are significant loss of critical business functions.
	Q2: In any 4-month period, 90% of severity 2 problems will be resolved within 8 business hours.
	Q2 = Actual / X2%

	
	Severity 3 problems are partial loss of critical business functions.  

Total loss of non-critical business functions.

Total loss of individual productivity.
	Q3: In any 4-month period, 90% of severity 3 problems will be resolved within 24 business hours (2 Business Days).
	Q3 = Actual / X3%

	
	Severity 4 problems are all problems other than Severity 1, 2 or Severity 3.
	Q4: In any 4-month period, 90% of severity 4 problems will be resolved within 30 business days.
	Q4 = Actual / X4%

	
	Severity 5 problems have no service level measurement for completion
	No measurement for Severity 5
	No measurement for Severity 5

	Application Modifications
	On time means made available for production on the date mutually agreed.
	Q6: In any 4-month period, 90% of modifications will be on time.
	Q6 = Actual / X6%

	
	A modification is right the first time if it does not have to be changed or pulled out of production within 5 days of its initial use.
	Q7: In any 4-month period 90% of modifications will be right the first time.
	Q7 = Actual / X7%

	
	
	
	

	Availability Requirements
	Primary Business Hours requirements:

0600– 2000 (ET) Mon – Fri.
	Time during which users are able to access the IFMP systems and perform work.  
	

	
	Secondary Business Hours requirements:

0000 - 2400 (ET) Mon – Sun


	· Time during which users are able to access the IFMP systems and perform work.
	

	
	System Maintenance / Migration windows:

2400 – 0600 (ET) Mon – Sat

0700 – 1600 (ET) Sun
	· Times that have been designated as the window during which the application might be unavailable on prior notice for weekly backups, ongoing preventive maintenance, application updates or other such activities.
	

	Recoverability Requirements
	Reliability – average time between service interruptions
	Reliability Objectives =
Mean Time (scheduled production hours) Between Failures*  = 1 Quarter
	

	
	Recovery Time Objective (from time of approval)
	Mean Time To Repair = 4.0 Hours

Relates to time required to restore system and application to service
	

	
	Recovery Point Objective  (from point of failure)
	Minor Failures:  Point of Failure

Major Failures:  Previous day
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