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1. introduction

The Competency Center Help Desk Procedures documents the procedures used to request services for production IFMP systems.  This document is intended to provide the procedures to request support and/or services for NASA Centers along with the response, resolution and closure processes.

1.1 Services In Scope

These procedures are intended to provide the means for request and documentation of support and services required to support IFMP applications.  In particular, these procedures address the Help Desk process for the support of the Core Financials SAP environment(s) and all ancillary systems, software and/or hardware, including Gelco Travel Manager and NASA StARS (Resume Manager) and Position Description Manager (PDM).

The procedures within this document describe the process for requesting and resolving support requests, including the following:

· Problem analysis and change requests with resolution 

· Performance management

· Application connectivity and availability

1.2 Hours of Support

All problem resolution occurs during normal support hours. These normal support hours are Monday through Friday, 6 a.m. – 7 p.m., Central Time (CT) excluding federal holidays.  Additionally, applications operations support is available 7 x 24.  Refer to Section 2, Definitions for Normal Support Hours. (Severity 1 issues will be worked on a 24 X 7 basis)

Telephone numbers to contact the IFMP Competency Center Help Desk are 256-544-5700 (at MSFC) and 866-427-IFMP (4367). 
2. Definitions

Competency Center (CC or IFMP CC)  – The IFMP Competency Center located at Marshall Space Flight Center.

NISC – NASA Information Support Center located at Marshall Space Flight Center.

Business owner – Each center will continue to ‘own’ all business decisions and prioritizations for the in-scope applications that the Competency Center maintains.

Requestor - The person who makes the initial contact through the Tier 1 Help Desk or via the web with the CSC Support Team to request a resolution to a problem, question or change request. The Requestor can be any NASA or authorized contractor user.

CC Request Owner - The Competency Center Support Team Member who is currently responsible for resolving the Requestor’s issue.

IFMP Service Request (Change Request or Trouble ticket) – A record on the Competency Center’s tracking system that provides the necessary details of the contact with the Requestor.  This record documents the problem, question or change request for all IFMP applications.  The Service Request is also called a change request or trouble ticket.

Immediate Supervisor - The Competency Center individual who is directly responsible for another’s work. An Immediate Supervisor can be any Competency Center team member. 

NASA StARS System Administrator – The NASA StARS System Administrator serves as the Agency lead for the NASA StARS Super Users at each NASA Center.  The StARS System Administrator is also the MSFC Super User for the NASA StARS system.

Normal Support Hours – Between 6:00 a.m. and 7:00 p.m. Central Time, Monday through Friday, except NASA-observed holidays.  Weekend days or days that are designated NASA holidays, which will require Competency Center application support (other than system availability and connectivity) should be planned in advance and mutually agreed upon by both the IFMP Project Manager and the Competency Center in order to facilitate staffing of the support team.  Details concerning system operation and support hours are defined in the appropriate Service Level Agreement.

Priority – An attribute of an IFMP Service Request that determines the relative order in which the request should be worked when compared to other requests of the same severity.  

Service Level Agreement (SLA) – The agreement that documents the scope and level of services provided for IFMP systems by the IFMP Competency Center.

Severity – An attribute (from 1 to 4) of an IFMP Service Request that defines the business impact or criticality of the problem reported.  The Competency Center Help Desk will assign severities for service requests.  Severity is typically applied based on the number of users affected, whether a critical business process has been impacted, or a project milestone has been impacted.  Severity 1 is typically reserved for a major or total system failure; Severity 2 is a single impact to a critical business function; Severity 3 is a routine issue; Severity 4 is a longer duration or scheduled task; and Severity 5 is used for capturing tasks with no specified due date. 

Standard Operating Procedures (SOP) – A document that supports the related service level agreement by providing procedures for communication, metrics reporting, escalation and other daily management responsibilities of each organization identified in the service level agreement.  The Help Desk Procedures defined in this document form a part of the standard operating procedures.
Super User – A designated user or users at each Center who represent the business process owner in making daily process or policy decisions regarding the system, or a user who has significant knowledge regarding the business processes supported by IFMP applications.
User – Any person who has a user account for an IFMP-supported system.

Help Desk Organization

The Operations Strategy Plan defines support using six elements. Users or Super Users may request support for the following services using the Help Desk Procedures: 

· Interface Support

· Business Process Support

· Application Functional Support

· Application Operations Support

Application Development Support is managed using the Change Request Process outlined in the IFMP Configuration Management Plan.  Infrastructure Support consists primarily of preventative maintenance and monitoring activities, which are not requested by a user. 

For user requested services, a multi-tier Help Desk approach will be utilized.  The first level of support, Tier I, will identify and route all requests, including Business Process and End User questions .  Tier II is responsible for analysis and resolution of technical, Agency design or Agency business process and other system-related problems.  Tier III is the appropriate vendor Help Desk.  Figure 1 illustrates this approach.
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Figure 1.  Multi-Tier Help Desk

2.1 Tier I Support

Tier I support is intended to record all requests for support.  This is accomplished either through the Tier I Help Desk or via the web (http://ipo.ifmp.nasa.gov  ).   

The Tier I Help Desk support is provided by each NASA Center’s Local Help Desk.  The Tier I Help Desk resolves local Center issues including security access to IFMP applications and is a conduit to generating IFMP Service Requests.  

Requests involving the IFMP applications, can be made directly to the Competency Center using the IFMP Service Request via the web.  The Requestor can create and monitor the status of IFMP Service Requests.

The Center Desktop Contractors are responsible for User Interface Support.  Designated Business Process Support specialists, or ‘Super Users’, representing the Business Owners, will provide business Process Support at each Center.

2.2 Tier II Support

The Tier II support team is responsible for problem resolution, root cause analysis and delivery of all support services.  In addition, they are responsible for the timely documentation of all activity, resolutions and corrective action against each support request.  Tier II Support will be staffed and supported by members of the IFMP Competency Center for application support issues.

Examples of types of support, including those not provided by the IFMP Competency Center, are included below:

Table 1.  Types of Support

	Types of Support
	Examples
	Supported By 

	Application Functional
	Perform software configuration tasks

Data correction to allow a transaction to flow successfully through the system
	IFMP Competency Center 



	Application Development
	Development of queries and reports

Implement new business functionality
	IFMP Competency Center 



	Application Operations
	Monitoring availability and performance of the system

Vendor relationship management
	IFMP Competency Center 

	Infrastructure
	Hardware acquisition and maintenance
	IFMP Competency Center 

	User Interface
	Providing desktop hardware/software, IDs and passwords to IFMP applications
	Existing Center IT support processes

	Business Process 
	Answering user questions on process, procedure or how to use the application.

Business policies and procedures
	Center specific processes supported by Center Super Users and Agency wide process improvement initiatives. 


2.3 Tier III Support

Tier III support will be provided by the appropriate hardware or software vendor.  Escalation to Tier III will be the responsibility of the Tier II support team.  All vendor support requests will be made via the Tier II support team.

2.4 Severity Examples

	Service
	Applicable Definitions
	Standards
	Calculation 

	Problem Identification and Resolution
	Severity 1 problems are immediate and total loss of application accessibility.  Examples include:

· Users unable to access SAP. 


	Q1: In any 1-month period, 95% of severity 1 problems will be resolved within 4 hours.

Q2: In any 1-month period, 100% of severity 1 problems will be resolved within 8 hours.
	Q1 = Actual / 95%

Q2=Actual / 100%



	Problem Identification and Resolution (continued)
	Severity 2 problems are significant loss of critical business functions.  

Examples include:

· Period End closing problems.
(Period End refers to month end, quarter end and year end.)

· Daily disbursements
· Treasury Interface

· Accounts Payable


	Q3: In any 1-month period, 90% of severity 2 problems will be resolved within 8 primary business hours.

Q4: In any 1-month period, 100% of severity 2 problems will be resolved within 16 primary business hours.

 
	Q3 = Actual / 90%

Q4 = Actual / 90%



	Problem Identification and Resolution (continued)
	Severity 3 problems are partial loss of critical business functions.  Examples include: 

Multiple users unable to execute functions within: 

· Standard General Ledger (SGL)

· Cost Management (CM)

· Accounts Payable/Accounts Receivable (AP/AR)

· Budget Execution (BE)

· Purchasing

· Business Warehouse (BW)

· Unable to print 

· Multiple users experience errors in accessing SAP tools or submitting products from tools

Total loss of non-critical business functions.

Total loss of multiple users productivity.


	Q5: In any 1-month period, 90% of severity 3 problems will be resolved within 24 primary business hours.

Q6: In any 1-month period, 100% of severity 3 problems will be resolved within 48 primary business hours.
	Q5 = Actual / 90%

Q6 = Actual / 90%



	Problem Identification and Resolution (continued)
	Severity 4 problems are partial loss of critical business functions for individual users.

Individuals unable to execute functions within: 

· Standard General Ledger (SGL)

· Cost Management (CM)

· Accounts Payable/Accounts Receivable (AP/AR)

· Budget Execution (BE)

· Purchasing

· Business Warehouse (BW)

·  “How to” questions

· Password resets (IFMPCC will reset passwords during initial call to Call Center)

· Unable to print 

· Individual users experience errors in accessing SAP tools or submitting products from tools

Total loss of non-critical business functions.

Total loss of an individual's productivity.
	Q7: In any 1-month period, 90% of severity 4 problems will be resolved within 5 business days.


	Q7 = Actual / 90%


Problem Management (Normal Support Hours) 

2.4.1 Definition

Problem management is the procedure by which a user request (IFMP Service Request) related to the in scope applications is communicated to the Competency Center.  Problem Processing has several objectives that include:

· To provide a means for servicing Service Request

· To formally record and document each Service Request in the help desk software (Remedy)

· To classify Service Request in order to assign the right resources at the right time

· To evaluate the potential (and actual) impact of each Service Request

· To ensure the appropriate approval and cross departmental consensus  is obtained to carry out the Service Request

· To route Service Requests to the appropriate area for handling

· To keep the user and the involved parties aware of the status of the Service Request

2.4.2 Service Request Steps 

(Refer to Figure 2 below for process flow)

1. Requestor determines problem or need.

2. Requestor contacts Center Super User if appropriate.  End users should take advantage of local Super User’s expertise before initiating a call to a help desk.

3. Requestor contacts the NASA Centers’ Local Help Desk (Tier I Help Desk) or completes the IFMP Service Request form. 

4. The Tier I Help Desk determines if the problem is within the Center IT Infrastructure support  or Center business process support scope or the IFMP CC  scope and assigns it to the appropriate service organization.

a. If the Service Request is out of scope for the IFMPCC, refer to the Out-Of-Scope Problems process in Section 2.7. 

b. For requests within scope, the Tier I Help Desk records (or user enters on the web) user information including user name and contact information, description of the request, severity and suspected classification in Remedy.  The following information will be captured for each Service Request reported:

· Request user’s full name.

· Request user’s area code and phone number.

· Request user’s NASA Center.

· Application the user is trying to access

· Request a detailed description of the request.  This should include information such as the:

· Process or application feature that the user is running or attempting to run or access

· Error that the user is seeing (supplemented with attachments or screen shots as needed)

· Specific data or transaction that is unique to the problem reported

· Severity – based on definitions defined within the Standard Operating Procedures (SOP)

· Record and document each request in Remedy.

· If the problem is a simple issue or quick fix such as clearing cache, resetting passwords, Tier I Help Desk will still log the issue and resolve the problem.  The Tier I helpdesk support person will enter their name as the Assign To and set the status to closed once the problem is resolved.

5. For Severity 1 and Severity 2 support, Tier 1 Help Desk calls the Competency Center Dispatcher directly in addition to logging the Service Request. 

6. The Competency Center Dispatcher reviews database for open requests every 30 minutes. (When the Competency Center Help Desk receives call from the Tier 1 Help Desk for Severity 1 or Severity 2 support, the dispatcher will be notified and the database reviewed immediately.)  Additionally, the Competency Center Dispatcher is automatically paged when any Service Request is generated in the Remedy system.

7. Competency Center Dispatcher validates classification, severity level and other pertinent items and assigns the request to the CC Request Owner.

The Competency Center team reviews the problem’s prioritization and the Service Request.  The Requestor shall be contacted for validation of problem and any additional information.

8. The CC Request Owner begins problem resolution or system change procedures. 
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Figure 2.  Problem Management Process (Normal Support Hours)

2.5 Problem Management (Off Hours Support) 
2.5.1 Definition

This procedure provides the steps for receiving problems related to the scope applications outside of normal support hours.  These requests should be limited to problem resolution that is classified as Severity 1. Other non-emergency calls, except application availability and connectivity Service Requests, will be recorded in the Remedy database and responded to during the next business day.

2.5.2 Steps

(Refer to Figure 3 below for process flow)

1. Requestor determines problem or need

2. Requestor contacts the NASA Centers’ Local Help Desk or the NISC Help Desk (Tier I )

a. Tier I Help Desk records all user information including user name & contact information, timestamp of call, severity, description and available details into Remedy database.  

3. The Tier I Help Desk determines severity of the problem.

a. If severity 2, 3, 4, Tier I Help Desk informs Requestor that it is outside of normal support hours and Service Request will be reviewed at start of next business day. (Skip to Step 8)

b. If the problem is a severity 1, the Tier I Help Desk pages the on-call CC Support Team Member.  This type of support will be provided via pager/cell phone.  

4. If not responded to at the end of 15 minutes, Tier I Help Desk pages the CC Support Team Member a second time.

5. At end of the second 15 minutes, the Tier I Help Desk pages the secondary CC Support Team Member and the CC Support Lead.

6. The CC Support Team Member contacts Requestor and determines if work needs to be done immediately or it can wait until the next day.

7. If work cannot be completed within the designated “on-call” hours and can wait, then the CC Support Team Member updates the Service Request to be worked the next business day.

a. If an emergency, the CC Support Team Member begins problem resolution or user support process.

8. Begin Request Management (Normal Support Hours) at the step where the CC Support Team Member reviews the database.


[image: image3.wmf]©1998 Computer Sciences Corporation

Page on-call

CC Support

Requestor

Tier I Help

Desk

On-Call CC Support Team

Member

(Tier II)

1.

Repeat this step if there is no response after 15 minutes.

Page secondary on-call person and CC Support Lead if

no response after second  page

2. Follow this path if work must be done immediately.

3. Follow this path if work can wait till next business day.

Record user

information in

Remedy

Confirm

Severity

Call Tier I

Support Help

Desk

Gather information

from Requestor

Resolution Process

 Begins

1

Requestor

determines

problem or need

Update Remedy

Enter service

request

information into

Remedy

Non-emergency

CC Support

Team

(Tier II)

Request

Management (Normal

Support Hours - Next

Day) begins*

Assess and

estimate effort

required

* Begin the Request Management procedure at the step

where the CC Support Team Member reviews the

database.

3

2

Emergency

(Severity 1 or 2)

Emergency

(Severity 1 or 2)

Non-emergency

Non-emergency


Figure 3.  Problem Management Process (Off-Hours Support)

2.6 Out-Of-Scope Requests

2.6.1   Definition

The Out-Of-Scope Requests process covers the procedures for a problem that is sent to the Competency Center support team that is outside the scope of Competency Center responsibility as defined in the SLA.  When a Service Request is determined to be out of scope, the Competency Center will initiate the steps below to transfer problem ownership to the appropriate support organization.

2.6.2   Steps

(Refer to Figure 4 below for process flow)

1. Problem is out of scope for Competency Center

a. Competency Center team member places the Service Request in wait status, adding comments as to why request is out of scope.

b. Inform the Competency Center Production Support Manager  

c. Competency Center Lead contacts the user and the NASA Center Business Owner, informing them of the status of the request and explains which support organization is responsible for the problem.

d. Competency Center Lead contacts the appropriate support organization (i.e. Center Business Process Lead, Odin Help Desk, etc.) to formally hand off the problem.

e. The appropriate support organization contacts the user to acknowledge receipt of the service request and begins problem resolution.
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Figure 4.  Out of Scope Problem Process

2.7 Problem Resolution

2.7.1 Definition

Problem resolution requests are any requests from NASA to restore a previously available processing capability to any of the “in-scope” applications listed in the SLA.  Problem resolution requests can originate in any area of NASA, and must be directed to the Competency Center through the  Problem  Management Procedure (in Section 2.5.2 above). 

2.7.2 Steps

(Refer to Figure 5 below for Process Flow)

(This process is a continuation from Problem Management.)

1. Competency Center Team Member assigned a Service Request becomes the Service Request Owner.  The Request Owner reviews service request using the tracking database.

2. (If not completed already)  If any points require clarification or changes (severity, estimated time to complete, etc.), contact the Requestor and inform the Competency Center Team Lead when necessary.

3. Perform detailed problem analysis, including impact of potential solution(s) on other modules/business functions.

4. Develop workarounds for problems, if a full correction is not within the SLA targets.

5. Continuously assess time to problem completion against service level for that priority level

If resolution of the problem will take more than the allotted time, CC Request Owner must communicate this to the Competency Center Team Lead and provide a new assessment to the requestor.

If resolution of the problem will take more than twice the allotted time, then the CC Request Owner will notify the Competency Center Team Lead who will in turn notify the Competency Center Manager and the NASA Operations Manager.

6. If a workaround is developed, close the original request using procedures found in the Remedy 4.0.3 User Guide.  With the Competency Center Team Lead, determine if new request should be opened and whether its classification should be system change or problem resolution.

7. Follow Testing procedures as required.

8. Closure procedures can begin if one of the following six conditions exist:

a. A permanent fix has been implemented

b. A temporary workaround has reduced the impact on NASA’s business and results in a new, lower-severity problem

c. The problem cannot be reproduced

d. The application is running as it has in the past and need not be fixed

e. The application is running as it has in the past and the event will be treated as a request for a system change

f. End user and CC analyst  agree that further effort is not required  Complete problem resolution using procedures found in Remedy 4.0.3 User Guide. 

g. Confirm with end user satisfactory resolution has been obtained.
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Figure 5.  Problem Resolution Process

2.8  Service Request Closure

2.8.1 Definition

The closure procedure defines the steps required to inform the user community that a Service Request is closed and the steps to close that  request.  

2.8.2 Steps

(Refer to Figure 6 below for process flow)

1. Documentation required for closing a request is entered such as, completion timestamp, description of work or resolution, user who performed testing and sign-off, etc.

2. CC Request Owner will contact the Requestor, and inform them that the problem is resolved.

3. Requestor tests or verifies that the resolution is complete.

4. The Tier I Help Desk periodically reviews Remedy for resolved problems.  

5. If the Requestor does not accept the resolution, either the Tier I Help Desk or the CC Request Owner will document this status in the Remedy request and notify the CC Support Lead   for escalation.

6. CC Support Lead or Tier I Help Desk confirms the status with the user and escalates to the CC Manager as required for resolution.  The CC Support Lead   takes ownership of coordinating the resolution of all rejected Service Requests . 

7. Once the resolution is accepted, the Tier I Help Desk or the CC Request Owner sets the Service Request  status to “Closed.”
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Figure 6.  Service Request Closure Process

APPENDIX A. Resume Manager (StARS) Help Desk Procedures

The Resume Manager Help Desk procedures are the same as the standard Help Desk Procedures with the following additions.

A.1 NASA StARS Tier 1 Support

The NASA StARS Super User at each NASA Center will provide Tier 1 support for NASA StARS users.

Designated Business Process Support specialists, or ‘Super Users’, representing the Business Owners, will provide Business Process Support at each Center.  In the case of Resume Manager, the NASA StARS Functional System Administrator will provide Business Process Support.  Refer to the Field Guide to the NASA StARS Operations Plan for details.

Before contacting the IFMPCC, consult the Field Guide to the NASA StARS Operations Plan. Figure 2, NASA StARS User Support, details the process for the user prior to the Competency Center being contacted. 

A.2 NASA StARS Tier II Support

The NASA StARS Super User at each NASA Center will provide Tier I support for NASA StARS users.  The Center NASA StARS System Administrator will provide Resume Manager Tier II support.  The IFMP Competency Center will provide Tier II support for NASA StARS only after initial evaluation by the NASA StARS System Administrator.  Refer to the Field Guide to the NASA StARS Operations Plan for details. 

A.3 Service Request Email Procedure

Follow these steps to email a Service Request to the IFMP Tier I Help Desk,.

Address the email to the IFMP Help Desk.  Put this address in the To line:
helpdesk.msfc@msfc.nasa.gov
Put this in the Subject line:  IFMP StARS Service Request
Complete and attach the IFMP StARS Service Request shown in Figure 7, below:

	
	SERVICE REQUEST INFORMATION

	DATE
	

	LAST NAME
	

	FIRST NAME
	

	PHONE NUMBER
	

	EMAIL ADDRS
	

	BLDG/RM #
	

	ACCOUNT ID
(if known)
	

	PROBLEM
(detailed description)
	

	ERROR RECEIVED ON SCREEN
(detailed description)
	


Figure 7.  IFMP StARS Service Request
TRAVEL MANAGER HELP DESK QUICK REFERENCE GUIDE

This guide contains directions for the following tasks:

· Reset document edit lock

· Reset user password

· Reset user signature pin

This guide also contains illustrations and instructions for the Citrix login and password screens.

Reset Edit Lock

Document will display (Edit Locked) in the upper right-hand corner of the document.

Click on the Travel Manager URL

Select Setup from the tab menu links.  Travel Manager will start a new browser window.  

Click Admin from the tab menu links in the new window.

Select Remove Edit Locks link on the left edge.  A list of all locked documents will be displayed. 

Click on the document name. A confirmation message “Document lock has been removed” will be displayed at the top of the page.

Click the Close button.  Close the window.

Reset Password

Login to Citrix (see )

Go to Doc Prep Admin module

Click on the Users icon (Users are listed by last name, first and their organization.)

Select the name of the user whose password needs to be set.

Click Edit on the Menu Toolbar at the top of the window.

Select Reset Password.  A message will be displayed “Are you sure you want to reset the user’s password?”  Click the Yes button and the password is reset.

The new password to give the user is:  newtrav1

Reset Signature Pin

Login to Citrix

Go to Doc Prep Admin module

Click on the Signature Pin button (pencil button)

Users will be listed in the Signatures window by Organization and then by first name within their Organization.  Select the organization of the user from the Organization drop down list.

A list of users in the selected Organization will be displayed.  Select the name of the user for which the signature pin is to be reset.

Click Edit on the Toolbar at the top of the window. 

Select Reset Signature from the menu selection toolbar.  The message “Are you sure you want to reset the user’s signature to blank?” will be displayed.

Click the Yes button and the signature PIN is reset to blank.

The new signature Pin to give the user is:  newtrav1

Citrix Login and Set Password Screens
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Figure 8.  Travel Manager Login screen

This is the Travel Manager log in screen.  Presently, the Travel Manager URL is:

https://ifmptrvl.ifmp.nasa.gov/wsnsa.dll/WService=WSpsdev/docprep/login.w

Please enter the Help Desk login user name in the User Name field.   MS0NISC
(ms=marshall space, “0”= the number zero, NISC= Help Desk user)

Password:  The first time the Help Desk assigns a password it will be:  “newtrav1”

The next screen will allow you to assign a new password.  (See Figure 9 below.)
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Figure 9.  Travel Manager Set Password screen

Current Password is “newtrav1”.
As a reminder, your password is CASE SENSITIVE.  (It should be entered in lowercase)

Please type the a new Help Desk password in the New Password field.  (Password must be 8 characters long with 1 digit) 

Please verify your password in the Verify Password field.  (Verify Password and New Password must match).

Click on the Save  button to continue.

Click on the Close button to exit.

Passwords expire every 90 days.  Please use this process to assign a new password.

Position Description Manager (PDM) Help Desk Procedure

The Help Desk procedure for Position Description Manager (PDM) is explained in the following steps and illustrated in Figure 10 below.

1. Users call Local Help Desk.

2. Local help desk performs initial triage to determine if the request is related to the Local Area Network (LAN), user’s desktop or local printer.  If the request is related to LAN, desktop or printer, local help desk shall refer user to the appropriate local IT Service Provider.

3. If the user’s request is not related to LAN, desktop or printer, the local help desk shall refer the user to the IFMP Tier I help Desk (NISC) at 1-866-427-4367.

4. The NISC will log all user information in the Remedy tracking system and initiate a service request with the appropriate vendor; IFMPCC for web archive related issues and AVUE Digital Services for all PDM issues.

5. AVUE Digital Services will status and report resolution via the IFMP Competency Center.

6. IFMP Competency Center will coordinate successful resolution and reporting to the end user
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Figure 10.  PDM Help Desk Process
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