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1. Introduction

1.1. The Purpose of Systems Management

Systems Management is the set of activities necessary to effectively monitor and manage an R/3 system and the other related infrastructure components, including, but not limited to: hardware, operating system, network, databases, and related applications.

A complete Systems Management solution will not only provide for and/or supplement existing System Monitoring tools; it will also encompass the capabilities for Performance Management, Event Monitoring, Remote Management, Asset Management, as well as utilize the data collected to support the efforts of Capacity Planning.  Each of these areas of focus is explored in greater detail below:

1.1.1. Performance Management

With basic system monitoring as the foundation of Performance Management, the system and environment are proactively checked to identify any potential problems before they impact the R/3 System.  It is also the aim of the Performance Management components to ensure that the performance of the SAP system and its related architecture components are operating at an acceptable level and that the system is available to meet the demands of the processing environment.  Performance Management also, provides an indication of the health of the processing environment.  Within the area of Performance Management, all components of the environment, including network, processing platforms, operating systems, databases, and application software, are observed and analyzed.  Performance Management also provides system information utilized to ensure that the system is meeting the documented SLA requirements.  When the Performance Management function detects that the processing environment is not functioning normally (typically a resource utilization or performance threshold has been exceeded), it notifies the event management component so that an automated action or operations notification of the event can occur.

1.1.2. Event Management

The Event Management component of Systems Management will receive, log, classify, and present any event that occurs on the SAP server to a monitoring console based on pre-established filters or threshold values.  The real value of Event Management is the ability to capture, analyze, and take a predetermined automated action on an alert or message information originating from within the system management, process, network, or application software components.   Event Management also provides the ability to graphically display or represent alert indications on a central management presentation station.  The central management station provides a consolidated operational view and interface into the processing environment.  Specifically for SAP, Event Management is the central point of delivery and analysis of any alert or error message that appears from one of the components in the SAP distributed processing environment.  

1.1.3. Remote Management
Remote Management provides the tools necessary to monitor the system from a remote location.  This would include, but not be limited to notifications via pager or cell phone, as well as web based viewing of alarms and events. 

1.1.4. Asset Management

Asset Management represents the tools, from a hardware and software aspect, that insure that all assets in an environment are registered in the inventory system and that detailed information for registered assets are updated and validated.  These tool support events throughout an asset’s lifetime: procurement, installation, maintenance and transfer of the IT asset.

A significant component of an IT Asset Management Solution is Software License Management. 

Software License Management provides a systematic method to analyze software usage.  Without an effective management solution, license management is often anecdotal and frequently not timely enough to be useful.

Software License Management provides an efficient process for documenting compliance with the license terms of a software product. 
An effective software License Management product will enable timely and consistent software access to end-users, allow for better forecasting of software needs based on usage trends, facilitate efficient management of software assets, and support control of operating expenses.

1.1.5. Capacity Planning

Capacity Planning allows for the collection, cataloging, and analysis of system data.  Within the context of Capacity Planning, the data is then used to estimate how the system will perform in the future given the current growth and utilization rates, and to forecast the size of the system based on the progressive usage and growth statistics.  
1.2. Scope

This implementation will address items within the following scope:

In Scope

1. The Systems Management architecture will facilitate monitoring and management of the hardware, operating system, network, database and related applications of the Core Financial SAP system.

2. The Systems Management architecture will be designed, built, tested and supported by Computer Sciences Corporation (CSC).

3. The Systems Management architecture will include standards, procedures and processes documented by CSC.

4. The Systems Management solution will be implemented for the Marshall Space Flight Center with subsequent centers being added as they are rolled out.

Out of Scope

1. The identification of the specific thresholds for each item to monitor will not be identified as part of this effort.  This will be identified as part of the Operations Architecture designs and deployment.

2. The escalation procedures for each of the identified events.  These also will be identified as part of the Operations Architecture designs and deployment.

3. The Asset Management component of the Systems Management solution will not address hardware/software assets outside of the Core Financials architectural components.

4. The Asset Management component of the Systems Management solution will not address/track desktop hardware already tracked by ODIN.

5. The Asset Management component of the Systems Management solution will not address/track software licenses which are already covered under the IDS footprint

6. The initial focus of the Systems Management Architecture will be limited to the Core Financials operations architecture and the SAP system deployment.  However, as the operations architecture is expanded to incorporate additional systems and components, the Systems Management Architecture may also be expanded.

1.3. Assumptions

The following project assumptions have been identified: 


1. The Systems Management Architecture will be implemented for the Core Financial SAP Production system and all of the related application and components.

1.4. Considerations

The following project issues/considerations have been identified: 



Architecture considerations

1. The solution should add minimal system load and should integrate with existing processes wherever possible rather than introducing new agents for monitoring and collection.

2. The solution must integrate with the designated Output Management solution.
3. The solution must integrate with the designated Job Scheduling solution.
4. The solution must integrate with the designated Paging solution.
5. The solution must integrate the See Beyond EAI Solution.
6. The solution should be SNMP (Simple Network Management Protocol) enabled.

7. While the management of the network layer within the Core Financials system has been included in the scope of this document, the technical requirements associated with the monitoring of the network layer are most likely already covered by the network team at NASA.  For this reason, the technical requirements for the network layer have been listed as ‘optional’.

8. The NASA Equipment Management System (or NEMS) is currently utilized for tracking a portion of the IT resources at Marshall Space Flight Center.  During Solution Design it will need to be determined what role NEMS will play in tracking IT Assets for the Core Financial Project at Marshall Space Flight Center as well as Agency wide.

9. Licenses for components of the Core Financials architecture should be centrally managed – whether this activity will take place within the Systems Management solution or as part of an existing effort by NEMS or other system, will need to be addressed during Solution Design.

10. The NASA IFMP Flashpoints need to be addressed as part of the Operations Architecture design phase. 


Technology considerations

1. NACC’s role in the operation and management of the Systems Management solution will need to be identified during Solution Design.

2. The responsibility of network monitoring and performance will need to be identified by the time of Solution Design.
2. Requirements

2.1. Business Requirements

	No.
	Requirement
	Mandatory/Optional

	1
	A functioning Core Financials system with minimal downtime.
	Mandatory

	2
	The ability to provide offsite notification and support for critical events or failures without requiring 24-hour on-site operations staff and support.
	Mandatory

	3
	Provide proactive monitoring, maintenance, and notification of identified problematic or system critical resources or issues.
	Mandatory


The following business requirements have been identified: 


2.2. Technical Requirements

The following technical requirements have been identified:

2.2.1. Hardware Requirements
	No.
	Requirement
	Mandatory/Optional

	1
	Ability to monitor disk utilization.
	Mandatory

	2
	Ability to monitor management and configuration.
	Mandatory

	3
	Ability to monitor CPU status and utilization.
	Mandatory

	4
	Ability to monitor disk service time.
	Mandatory

	5
	Ability to monitor wait I/O.
	Mandatory

	6
	Ability to periodically poll for server availability.
	Mandatory

	7
	Ability to monitor system log files for hardware failures.
	Mandatory

	8
	Ability to monitor memory utilization.
	Mandatory

	9
	Ability to integrate with native Solaris systems management tools.
	Optional

	10
	Ability to integrate with native Windows systems management tools.
	Optional

	11
	Ability to receive notification of SNMP events from hardware.
	Optional


2.2.2. Operating System Requirements

	No.
	Requirement
	Mandatory/Optional

	1
	Ability to monitor SAP and Non SAP file system capacity.
	Mandatory

	2
	Ability to monitor UNIX processes and restart failed processes.
	Mandatory

	3
	Ability to monitor system logfiles.
	Mandatory

	4
	Ability to monitor the SWAP Space for the system.
	Mandatory

	5
	Ability to monitor process time vs. system time.
	Mandatory

	6
	Ability to monitor file system growth rate.
	Mandatory

	7
	Ability to monitor for a bad execution of the ‘switch user’ command to the root account. 
	Optional

	8
	Ability to monitor for a failed root connection.
	Optional

	9
	Ability to set varying thresholds on file system usage.
	Mandatory

	10
	Ability to detect rouge or runaway processes.
	Optional

	11
	Ability to monitor system load average.
	Mandatory

	12
	Ability to identify orphaned processes.
	Optional

	13
	Ability to monitor NT processes.
	Mandatory

	14
	Ability to monitor paging activity.
	Mandatory

	15
	Ability to monitor print queues.
	Optional


2.2.3. Network Requirements

	No.
	Requirement
	Mandatory/Optional

	1
	Ability to monitor network bandwidth, throughput, and capacity.
	Optional

	2
	Ability to monitor network response times.
	Optional

	3
	Ability to monitor packet collisions.
	Optional

	4
	Ability to measure network latency.
	Optional

	5
	Ability to gather packet statistics.
	Optional

	6
	Ability to identify “hotspots” within the network.
	Optional

	7
	Ability to integrate with 3rd party network management tools 
	Optional

	8
	Ability to monitor all Network Interface components including switches, routers, hubs, firewalls, and domain servers between the end user’s workstations and the Core Financials environment.
	Optional

	9 
	Ability to receive SNMP alerts from network interface components.
	Optional

	10 
	Ability to support tools for resolving network problems/issues including ping, trace route, and network sniffers.
	Optional


2.2.4. Database Requirements

	No.
	Requirement
	Mandatory/Optional

	1
	Ability to monitor Tablespace size and utilization.
	Mandatory

	2
	Ability to analyze the Growth Rate for overall database, as well as individual Datafiles and Tablespaces.
	Mandatory

	3
	Ability to monitor the number of extents, as well as the size and availability of the next extent for each Tablespace.
	Mandatory

	4
	Ability to monitor database logfiles.
	Mandatory

	5
	Ability to monitor online and offline database backups, as well as the backup of archive redo logs.
	Mandatory

	6
	Ability to monitor the Oracle database in archive mode.
	Mandatory

	7
	Ability to monitor the Oracle dead lock on SAP servers.
	Mandatory

	8
	Ability to monitor missing indexes.
	Mandatory

	9
	Ability to monitor Space Critical Objects
	Mandatory

	10
	Ability to monitor objects missing in the R/3 Data Dictionary.
	Mandatory

	11
	Ability to measure SQL performance 
	Mandatory

	12
	Ability to identify inefficient SQL calls
	Optional


2.2.5. Application Requirements

	No.
	Requirement
	Mandatory/Optional

	1
	Ability to integrate with SAP R/3’s Computer Center Management System (CCMS)
	Mandatory

	2
	Ability to monitor and determine if the R/3 Central Instance, Database Server and Application Servers are up/down.
	Mandatory

	3
	Ability to monitor SAP dialog response time.
	Mandatory

	4
	Ability to monitor if SAP users are locked.
	Mandatory

	5
	Ability to monitor if an SAP process is missing.
	Mandatory

	6
	Ability to monitor the SAP R/3 saprouter.
	Mandatory

	7
	Ability to monitor the EAI solution to log events that occur during processing and provide notification and alerts for specific critical events.
	Mandatory

	8
	 Ability to monitor and determine if the EAI server is up/down.
	Mandatory

	9
	 Ability to monitor the Bank Card application to log events that occur during processing and provide notification and alerts for specific critical events.
	 Mandatory

	10
	 Ability to monitor and determine if the Bank Card Application and IIS servers are up/down.
	 Mandatory

	11
	   Ability to monitor the Job Scheduling solution, to log events that occur during processing and provide notification and alerts for specific critical events.
	 Mandatory

	12
	Ability to monitor and determine if the Job Scheduling server is up/down.
	Mandatory
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