
[image: image7.png]PROGRAM



 

National Aeronautics and Space Administration (NASA)

Integrated Financial Management Program

Travel Manager Technical Architecture

November 7, 2001

Version 1.0

ENG-004

	Accepted By:

	Computer SCiences Corporation (csc)
	NASA

	REPRESENTATIVE NAME: 
	REPRESENTATIVE NAME: 

	REPRESENTATIVE TITLE: 
	REPRESENTATIVE TITLE: 

	DATE:   
	DATE: 

	SIGNATURE:  

	SIGNATURE:  


DOCUMENT HISTORY LOG

	Revision
	Description of Revision
	Date of Change
	By

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table of Contents

11.
System Overview


42.
Distributed Elements


42.1
TM System Administration


52.2
TM System Users


62.3
User Distribution


62.4
Client Software


62.5
Printing


73.
Data Center Components


73.1
Database Server


73.2
Web/Application Server


93.3
Citrix Server


104.
User Authentication and Security


115.
External System Interfaces




Table of Figures

2Figure 1.  Production Environment


3Figure 2.  Test Environment


4Figure 3.  Technical and Functional System Administrator Access


5Figure 4.  User Access


8Figure 5.  Server Architecture Detail


9Figure 6.  Multiple Brokers


11Figure 7.  Secure File Transfer for Travel Manager Interfaces




1. System Overview

The Travel Pilot will consist of four logically separate environments: Development, Test, Training, and Production. Each environment consists of a backend database, a Web/Application server front-end, and a Citrix server providing access to Graphical, SQL*Net based Travel Manager client components from Gelco. These environments are hosted physically on two Unix systems and one NT system.  The Production and Test environments are shown in Figure 1 and Figure 2.
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Figure 1.  Production Environment
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Figure 2.  Test Environment
2. Distributed Elements

The elements of the Travel Manager pilot that are distributed outside the data center include client desktop software, administration roles, printing, users, etc. The typical Travel user will access the system through a web browser. In addition to web users, the following roles have been identified:

· A set of users that is defined by the functional role of xxxxxx

· Unix system administrators

· Netscape Enterprise administrators

· WebSpeed administrators

· Gelco TM administrators

· Oracle administrators

2.1 TM System Administration

No special tools are required for the administration of Unix, Netscape Enterprise, WebSpeed, or Solaris on IFMPAP1. The administration of these elements will occur over the Secure Shell protocol (SSH) entirely. The administrators of these elements are Integration Project Office personnel located at MSFC. Oracle administrators also located at MSFC require X11 capability. The following diagram illustrates the tools and protocols used by Travel Manager administrators.


[image: image3.wmf]Citrix Metaframe

GUI Client 7.1

Oracle 8i

IFMPAP1

IFMPMSFC2

IFMPTS07

F

-

Secure

Web Browser

Telnet, etc.

F

-

Secure

Exceed

-

W

Citrix

Client

Systems 

Admins

Agency/Center 

Admins

Oracle

DBAs

Netscape Server

Gelco

Travel Manager

WebSpeed

Solaris 

7

SSH

X over SSH

Secure ICA

SQLNet

DEC Tru64

Distributed Elements

IFM Firewall

Data Center Components


Figure 3.  Technical and Functional System Administrator Access

Personnel located at LaRC will perform the role of Agency Administrators and administration of Gelco Travel Manager. The required software tools for this function are included in the Gelco GUI Client version 7.1c. The GUI Client tools will be run through a Citrix server behind the IFMP firewall.

2.2  TM System Users

Although the majority of Travel Manager users will access the system through a web browser, there is a set of users that require access to the system through the Gelco GUI client tools. These users will access this software through Citrix just as the Travel System administrators do. The following diagram illustrates the tools and protocols used by Travel System users.
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Figure 4.  User Access

User Distribution

To Be Completed

	NASA Center
	Percent of User Population
	Total  “Travel Module” Users
	Active Users
	Casual Users

	ARC
	
	
	
	

	DFRC
	
	
	
	

	GSFC
	
	
	
	

	HQ
	
	
	
	

	JSC
	
	
	
	

	KSC
	
	
	
	

	LaRC
	
	
	
	

	GRC
	
	
	
	

	MSFC
	
	
	
	

	SSC
	
	
	
	

	Other/External
	
	
	
	

	Totals
	100
	
	
	


2.3 Client Software 

· F-Secure

· eXceed

· Secure ICA Citrix Client for Windows

· Secure ICA Citrix Client for Mac

2.4 Printing

Two methods of printing exist for Travel Manager users. Both web users and Citrix users require Adobe Acrobat version 4.0 or higher. Web users perform standard web based printing to the Adobe plug-in. The data stream for web users print output is carried within the SSL encrypted data stream and is routed to the users default printer. Citrix users print through standard Citrix printing capabilities in which the users local printer is mapped to the server.

Data Center Components

2.5 Database Server

The backend database server is hosted on IFMPMSFC2, a DEC Alpha 8400 running Tru64 Unix. The RDBMS is Oracle 8.0.6 running with the multi-threaded and auto-extend options. A separate oracle instance is created for each environment.

In order to maintain the integrity of the database, it is recommended by Gelco that no write operations or “back loading” be performed directly to the database. To maintain tracking and visibility by the managing application, all changes should be made through the application server with the admin tools. This does not preclude batch updates entirely. An import file format specified by Gelco can be used to submit adds in a batch mode to the database. An additional tool similar to the (Factory Acceptance Test) FAT client is available from Progress that will allow batch mode add/change/delete transactions.

2.6 Web/Application Server

The front-end server for Travel Manager consists of the following set of products installed on IFMPAP1, a Sun Enterprise 4500 running Solaris 7.

· Netscape Enterprise Server 3.6

· WebSpeed 2.1

· Gelco Travel Manager Web 1.0b

· Progress 8.3C
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Figure 5.  Server Architecture Detail

To support the multiple environments, multiple Brokers are configured on IFMPAP1. One Broker is configured to support each of the four environments. Internally, WebSpeed uses two Progress databases in support of its web access function. 

1. sesdb tracks browser pages so users can go forward/backward in the browser. In addition, transactions are essentially built in this database and then fired over to Oracle when complete.

2. holder contains a read-only copy of the Oracle database schema that is used by the application to know how to form queries etc.
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Figure 6.  Multiple Brokers

2.7 Citrix Server

Network traffic analysis has indicated that the GUI client tools are very susceptible to latency. For this reason the GUI client tools are initially being deployed on a Citrix server.

To support the multiple environments, multiple ‘instances’ of the client tools are installed on the Citrix server (IFMPTS07). Each set of tools is installed in a separate directory where three configuration files control which of the DEV, TRAIN, TEST, and PROD environments are accessed. Only one installation of the Net8 client and one TNSNAMES.ORA file are required. Once the user launches a tool, there is no visual indication on the screen of which environment they are on. Gelco has indicated that the next version may allow us to put a string in the title bar to indicate this to the user.

User Authentication and Security

All of the server elements of the Travel Pilot are located behind the IFMP Firewall. The Travel Administrators and users running the Citrix client and the Travel system users running a web browser are the only elements external to the firewall. System administrators access IFMPMSFC2 and IFMPAP1 through Secure Shell (TCP Port 22). This access is limited to specific local hosts through source IP address. With the exception of system administrators located at MSFC, access to IFMPAP1 is limited to HTTP (TCP Port 80) and SSL (TCP Port 443) from outside the firewall and access to IFMPMSFC2 is blocked. Access to IFMPTS07 is limited to Citrix (TCP 1494) from outside the firewall.

Travel manager user accounts exist at the application level as opposed to the Unix system or Oracle level. Access into the Oracle database by the Web/Application server processes is controlled through two Oracle accounts. Travel system administrators at LaRC are responsible for maintaining user accounts and authorizations in the Travel System.

When web users access the Travel system, communications occur in the clear, unencrypted. The nature of the data is such that it must be encrypted according to NASA policy. For this reason, SSL will be employed on the Web/Application server.

Refer to the Travel Manager Security Plan for more detailed information about security in the Travel Manager system.

External System Interfaces

The Travel Manager Interface Definition Agreement defines the interface specifications for external system interfaces. To accommodate the batch file transfer requirements of these interfaces, a method of transferring data files securely has been developed. 
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Figure 7.  Secure File Transfer for Travel Manager Interfaces
This solution uses an intermediate Unix system to encrypt and schedule the data transfer. The file is first transferred from the source system to the intermediate system that lies within the NACC security perimeter. The file is then sent through SCP (Secure copy through “SSH” protocol) to ifmpap1.ifmp.nasa.gov. The process can be automated through a shell script, and scheduled to run at the appropriate time.  The script also performs some simple checks and sends email to the appropriate personnel in the event of an error. Shared secret keys are used for authentication so that userid/passwords do not have to be hard-coded in the scripts on IFM systems.

A SUN Sparc 10 has been installed and configured by the Midrange Systems Department to support this secure transfer. NACC Operations has agreed to support this system and to treat it as a regular production system with all the attendant rigor in terms of physical environment, power supply etc. This system is named snazzy.nacc.nasa.gov.

JCL invokes FTP and PUTS the file on the secure transfer system.





Scheduled script moves files securely to IFMPAP1 over a TCP connection initiated by IFMPAP1
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