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1. Purpose

The purpose of the Risk Management Framework is to establish the policy and guidance for managing risk on the IFM Program.  Roles and responsibilities for each level of Program/Project risk management as well as standard processes and techniques are identified.  This framework was developed based on NPG 7120.5A, recognizing that the IFMP projects are administrative in nature and have development and implementation characteristics significantly different than most NASA development projects.  It will serve as the basis for developing detailed Risk Management Plans in support of the Program, each individual Project, and each Receiving Center.  The Program Risk Management Plan addresses program-level risk management, identifies specific Program risks, and directs the process and methods used to manage risks in each Project.

2. Drivers

The overarching goal of IFMP is to improve the financial, physical, and human resources management processes throughout the Agency.  IFMP will affect every NASA employee and have a significant impact on the Agency's ability to successfully implement its strategic plans.  Implementing these kinds of programs is very difficult.  Commercial data indicates that 67% of these type programs significantly underachieve their objectives.  However, the rewards for successful implementations are substantial in terms of improving decision making capabilities, increasing accountability, reducing inefficiencies, and leveraging the full potential of employees and business partners.  In order to succeed, it is essential that the program implement sound fundamental program management principles.  A strong risk management process, built on these program management fundamentals, is key to maximizing the team’s effectiveness, maintaining credibility, and ensuring that the program achieves NASA’s objectives.

A Risk is defined as an event, situation, or condition potentially having a negative impact on IFM Program achievements in support of Agency and Functional drivers.  The objective of the IFMP Risk Management program is to identify risks and either eliminate or mitigate their consequences in a cost-effective manner.  Risk Management consists of performing the tasks necessary to assess, control and communicate risks.  During the development process, important unknowns critical to success will unfold as the project proceeds.  These unknowns are often risks.  The key to accommodating them is to recognize that you cannot know everything that may happen.  Anticipating potential problems, as early as possible, evaluating the potential impacts and consequences of alternative action is a continuous requirement throughout the project life cycle.  Carefully assessing challenges inherent in any project is the first step in implementing a successful risk management program.

It is not possible or practicable to eliminate all risks.  The costs incurred to eliminate or reduce risk must be weighted against the benefits.  In most projects, Pareto’s law applies: 20% of the individual risks represent 80% of the potential for project failure.  Risk Management also includes taking action to control risk.  Reacting to assessed risk starts with evaluating potential risk handling actions, includes selecting a handling alternative, monitoring its implementation and continuously re-assessing its effectiveness.

Risk assessment includes three key processes: risk identification, risk analysis, and risk prioritization.  Risks assessment attributes include:

· Likelihood of occurrence

· Potential impact

· Risk Severity

· Time frame (i.e., time until risk-realization, time from risk-realization to start of impact, impact duration) 

· Organizational source (organization with the most influence over the risk realization and outcome) For example: external (legislative requirement) or internal (personnel shortage) 

A risk management process is planned and implemented throughout the Program (at all levels).  Risks are assessed and controlled according to a written risk management plan for the IFM Program and each individual Project throughout the life cycle.  Risk management activities are documented, reviewed and reported.  The following four categories have been identified that may be impacted by risks:

(1) Cost

· Budget and staffing

(2) Schedule

· Formulation, implementation, and deployment schedules

(3) Integration/Technical

· System module deployment

· Integration complexities

· IT infrastructure

· Performance

· Technology

(4) Mission success

· Agency Business and Functional drivers

· Functional requirements

· Gap in system functionality versus requirements

· Change management

3. Principles

The Risk Management Framework is grounded in the following set of principles developed as a result of assessing deterrents to effective risk management and best practices employed by software projects similar in nature to IFMP.  These principles provide a framework to accomplish effective risk management.

Table 1 - Principles of Risk Management
Global perspective
· View IFMP implementation within the context of the NASA IT Architecture.

· Recognize both the potential value of opportunity and the potential impact of adverse effects

Forward-looking view
· Establish upper management commitment and direction with regard to the need and importance of risk management.

· Manage program resources and activities while anticipating uncertainties.

Open communication
· Encourage free-flowing information at and among all program levels.

· Enable formal and informal communication.

· Engage independent external reviews and assessments to identify additional risks and offer informed advice

· Track status and communicate the results of risk management activities.

Integrated management
· Make risk management an integral and vital part of IFM Program and Project management.

· Adapt risk management methods and tools to a project's infrastructure and culture.

· Develop risk-handling strategies that are commensurate with risk severity.

· Use measurements as early warning device

· Formalize risk status reporting

-
Utilize bottoms-up and/or top-down risk analysis and identification techniques where applicable

Continuous process
· Sustain constant vigilance.

-
Identify and manage risks routinely through all phases of the program/project's life cycle, including developing mitigation strategies and contingency plans.

Teamwork
· Assign responsibilities for managing specific risks to the appropriate management level and individuals

· Provide Continuous Risk Management training for the team

· Communicate lessons learned between projects and between implementing centers

4. Roles and Responsibilities

Specific roles and responsibilities have been established for the IFM Program.  This was done to achieve a high level of consistency in risk management quality, status reporting, review and evaluation, and control.  These roles and responsibilities shall be used when developing Risk Management Plans.

Table 2 - Roles and Responsibilities in Risk Management
Roles
Responsibilities

IFMP Staff
· Use a structured approach to identify, analyze, and monitor risks.

· Develop and implement risk-handling strategies for assigned risks.

· Periodically report risk status, trend analysis, and results of risk management activities in reducing the probability and/or impact of assigned risks

Program Director
· Develop Program Risk Management Plan and this framework

· Identify top Program risks (nominally 10) for management and external status reporting

· Analyze Program risks identified by Program and Project Staff, external reviews, and assessments

· Delegate responsibility for individual risks to members of the Program Staff or Project Managers as appropriate

· Approve mitigation strategies and contingency plans for top Program risks

· Review risk management progress monthly

· Review re-assessment of risk, mitigation efforts, and contingency planning

· Semi-annually report risk status, trend analysis, and success of mitigation efforts of Program's top risks and selected Project level risks to the IFMP Steering Council and external entities

Integration Project Manager

Module Project Managers
· Develop Project Risk Management Plan (may be incorporated into Project Plan) consistent with Program Risk Management Framework

· Identify top Project risks (nominally 5) for management and external status reporting

· Continuously analyze risks identified by project team members, Receiving Centers, periodic external reviews, and assessments and determine whether they are most appropriately handled at the Program, Project, or Receiving Center level

· Receive and review reports on top risks for each Receiving Center

· Delegate responsibility for individual Project risks to appropriate staff members 

· Identify top Project risks for management and external status reporting

· Approves mitigation strategies and contingency plans for top Project risks

· Approve Centers' Risk Management Plans

· Continuously monitor Project risk status and mitigation efforts, and contingency plans

· Monthly report status, trend analysis, and success of mitigation efforts of Project's top risks to Program Director and external entities

· Quarterly, perform a reassessment of risks (re-evaluate severity and incorporate new risks)

Receiving Center Lead
· Manage system module Center implementation and change management risks for the Receiving Center

· Develop Receiving Center's Risk Management Plan (shall be incorporated into Center Implementation Plan)

· Assess risks identified by Center Implementation Team members, periodic external reviews, and assessments

· Delegate responsibility for individual deployment and change management risks to members of the Center Implementation Team

· Identify top Center risks for management and external status reporting

· Approve risk mitigation strategies for top Center risks

· Continuously monitor Receiving Center risk status, trend analysis, success of risk mitigation efforts, and contingency plans

· Monthly report status, trend analysis, and success of mitigation efforts and contingency plans of Receiving Center's top risks to Project Manager and external entities

External Reviewers

IFMP will seek risk management review from a variety of sources to include:

· IFMP Steering Council

· Program Management Council

· Center Management

· NAR/IAR/Center SMO’s

· Program Change Management Contractor

· Program Independent Assessment Contractor
· Periodically review risk status, trends, and success of mitigation strategies, and contingency plans for top Program and Integration Project risks

· Identify new Program risks

· Recommend risk handling options, mitigation strategies, and contingency plans for identified risks

· Assess effectiveness of risk management

5. Required Elements of Risk Management Plans

The Program Risk Management Plan was developed during Program formulation and was reviewed by the NAR.  The Project Risk Management Plans are to be developed during Project formulation and are subject to approval by the Program Director and Lead Center Director.  Receiving Centers’ Risk Management Plans are to be developed for each IFMP module project during implementation planning and are subject to approval by the module Project Manager.

Risk Management Plans will address each of the following elements on a continuous basis throughout the life cycle:

· Organization, Roles and Responsibilities

· Risk Identification

· Risk Analysis and Prioritization

· Risk Control  (Planning, Handling, Tracking)

· Communications and Reporting

· Tools and Techniques

· Risk Management Commitment and Effectiveness Measures

For each element, the topics to be addressed are the following:

· Process steps

· Participants in the process

· Inputs

· Outputs

· Tools and techniques

5.1 Risk Identification

Risk identification is the first step in the risk assessment process.  The purpose of identification is to consider risks before they become problems and to incorporate this information into the program and project management process.  Risk identification depends heavily on open communication and a forward-looking view to encourage all personnel to bring forward new risks.  Anyone in the program can identify risks.  The description of the risk should be clear, concise, and sufficiently informative that the risk is easily understood.  The process by which risks are identified should address the topic areas listed in Table 3.

Various tools and techniques can be used to assist in risk assessment.  Each Project and Receiving Center should consider and utilize a set of risk assessment tools and techniques appropriate to their implementation needs.  Each project will conduct risk assessment in a structured approach and employ two different perspectives: top down and bottoms up.  Appendix A describes tools and techniques that may be used to illustrate both the top down and bottoms up approaches.

Table 3 - Risk Identification Topics

Topics
Includes

Process Steps
· How risks are identified

· How and when is independent review and assessment incorporated

· How are risks recorded (condition and consequence)

Participants
Specific role in identification, as applicable, for:

· Program Director

· Project Manager

· Receiving Center Lead

· Individual IFMP staff members

· Program Change Management contractor

· Program Independent Assessment Contractor

· External reviewers

Inputs
Success criteria, project environment and constraints, and lessons learned.  For example:

· First principles

· Agency and Functional drivers

· Success measures and benefits

· System concept of operations

· Program/project constraints

Outputs
· List of approved risks

· Changes to risk database

Tools and Techniques
Explain approach and tools used for: 

· Top-down techniques such as lessons learned, best practices, and Fault Tree Analysis (FTA)

· Bottom-ups techniques such as Failure Mode, Cause and Effect Analysis (FMCEA

5.2 Risk Analysis and Prioritization 

The purpose of analysis is to convert data into decision-making information.  Analysis is the process of examining the risk in detail to determine the extent of the risks, how they interrelate, and which ones are the most important.  Analyzing risks has three basic activities: evaluating their attributes (identified in Section 2), classifying, and prioritizing or ranking them.  The process by which risks are analyzed should address the topic areas listed in Table 4.  Each plan will develop a risk probability matrix that will be used to assess the likelihood of occurrence of each risk.  A high, medium, or low probability of occurrence will be assigned to each risk.  Appendix B depicts a Risk Probability Matrix to be used as a guideline in developing more specific characterizations of each probability level.

Each plan will also develop a risk impact criteria matrix for each of the four risk categories (cost, schedule, technical / integration, and mission success).  These matrices will be used to assess the impact of each risk in each of the four categories.  Appendix C provides Risk Impact Matrices to be used as guidelines in developing more specific characterizations of category impacts.

Using the Probability and Risk Impact matrices, each risk is assigned a probability and impact rating in each of the four risk categories.  Using these ratings, a Risk Severity Assessment Matrix is generated for each risk, for each category.  Using the numeric values associated with Low, Medium, and High, the severity is determined by multiplying the probability number by the impact number.  The highest level of severity identified for a risk across the four categories determines that risk's severity.  For example, if a risk has severity levels of:

· Cost – Low

· Schedule – Medium

· Integration/Technical – Low

· Mission Success – High

The High severity identified for Mission Success is used to determine the applicable handling rule.  An example of a Risk Severity Assessment Matrix is provided in Appendix D.

Table 4 - Risk Analysis and Prioritization Topics

Topics
Includes

Process Steps
Defines the analysis and prioritization process to include how the project will:

· Consolidation approach for similar risks

· Evaluate risk severity based on impact for each risk category: (cost, schedule, integration/technical, mission success)

· Prioritize risks

· Identify top risks

· Obtain management approval

Participants


Specific role in analysis and prioritization activities, as applicable, for:

· Program Director

· Project Manager

· Receiving Center Lead

· Individual IFMP staff members

· Program Change Management contractor

· Program Independent Assessment Contractor

· External reviewers



Inputs
· Documented list of identified risks

Outputs
· Prioritized List of approved risks

· Changes to risk database

Tools and Techniques
· Explain tools and techniques used.  For example, how probability is determined.



5.3 Risk Control (Planning, Handling, and Tracking)

The purpose of risk control is to decide what, if anything should be done about a risk or set of related risks, to take appropriate actions, and to assess their effectiveness.  Mitigation strategies and contingency plans are developed based on current knowledge of the risk.  Risk status data are acquired, compiled, and reported.  Informed, timely, and effective decisions regarding risks and their mitigation plans are made.  The process by which risks are analyzed should address the topic areas listed in Table 5.  The focus of risk planning is to be forward-looking, to prevent risks from becoming problems.  The standard IFM Program Risk Handling Options are:

· Transfer
- Reallocate the risk to others

· Accept
- Do not develop mitigation strategies.  May develop contingency plan if needed

· Watch
- Monitor risk attributes; establish metrics; identify contingency strategy if needed

· Mitigate
- Eliminate or reduce likelihood of occurrence or impact; identify contingency plan

The risk handling rules below, have been established by the IFM Program, and will be applied to each risk based on the highest severity identified across the four categories.  Any variance of the Risk Handling Rules will need to be justified in the Risk Management Plan and approved by the IFM Program Director:

· All HIGH (6, 9) severity risks require both a mitigation strategy and a contingency plan.

· MEDIUM (3, 4) severity risks require a contingency plan.   Mitigation strategies may be required. 

· LOW (1, 2) severity risks typically don't require a mitigation strategy or contingency plan.

Table 5 - Risk Control  (Planning, Handling, and Tracking Topics)
Topics
Includes

Process Steps
Defines the risk control process to include how the project will:

· Determine handling option for each risk

· Develop appropriate mitigation strategies and contingency plans

· Identify risk attribute metrics

· Implement mitigation strategies as a appropriate

· Monitor risk attributes metrics

· Identify new risks

· Evaluate effectiveness of mitigation strategies

· Execute contingency plans as necessary

Participants


Specific role in analysis and prioritization activities, as applicable, for:

· Program Director

· Project Manager

· Receiving Center Lead

· Individual project members

· Quality assurance



Inputs
· Prioritized List of approved risks

· Risk severity analysis

Outputs
· Risk mitigation strategies

· Changes to risk database

· Contingency plan

· Risk attribute metrics

· Risk management status

Tools and Techniques
· Explain tools and techniques used, for example, to measure mitigation effectiveness 

5.4 Communications and Reporting

The purpose of communicating and documenting is for all personnel to understand the risks and mitigation alternatives as well as the risk data to make effective choices within the constraints of the IFM Program.  Communication and documentation are critical for managing risks.  Referencing the Risk Communications and Reporting Diagram provided in Appendix E, each Risk Management Plan should establish:

· Specific and periodic risk management review points

· Information transfer mechanisms

· Independent reviews and assessments

· Risk identification and evaluation

5.5 Risk Management Commitment and Effectiveness Measures

An important component of the Risk Management Plan is the identification of metrics to determine management commitment and the effectiveness of risk management procedures.  Potential measures are:

Determining senior management commitment

· Existence of formalized risk status reporting

· Formal delegation of risks to appropriate managers

· Mitigation activities for top risks are incorporated into Program/project/Center schedules

Determining Effectiveness of Risk Management Strategy

· Judgments of the effectiveness of risk handling plans and mitigation strategies in reducing the likelihood of occurrence and/or projected impact (re-work risk severity assessment matrix)

· Trend charts showing

· Number of risks identified over time

· Number of risks with active mitigation strategies

· Number of risks closed

· Fever chart showing changes in level of severity for each of the top risks

· Identification of risks that have materialized and become issues

· Identification of risks that have been mitigated

· Number of times a contingency plan has been invoked
6. Risk, Lessons Learned, and Issues Tracking Tools

The IFM Program will establish specific tools for tracking risks, lessons learned, and issues.  The needs of the Core Financial Project will be a significant driver in making decisions on the appropriate tool set.

APPENDIX A - RISK IDENTIFICATION/ANALYSIS TOOLS AND TECHNIQUES

Effective risk identification and risk assessment is the critical first step in an effective risk management program.  If risk are not identified and dealt with early they often appear later as real problems that must be dealt with in a reactive sense, often with significant cost, schedule and performance consequences.  The IFMP risk management approach is to proactively identify risks, focus on critical elements, and then have effective strategies that, when implemented, manage risk on an equal footing with cost, schedule and performance.  In order to ensure a comprehensive assessment of potential risk, each project should be evaluated from two perspectives:

(1) A Top-Down assessment from a mission success perspective and

(2) A Bottoms-Up assessment that concentrates on the individual contributors to risk.

Under both approaches, the specific technique employed by a project can vary significantly in terms of fidelity and structure.  Every effort should be made to ensure a comprehensive and formal assessment of risk.  Each Project shall review the range of potential techniques for applicability, resources and time to implement, and projected benefit during the project formulation phase.

Top-Down

A top-down approach should focus on mission success and identify those attributes or the project that are necessary for success.  The analysis can focus on schedule events, working backwards from success through the start of the program, or specific functions that need to be accomplished in order to successfully implement the project.   Initially the focus is less on how an event could happen and more on identifying events that through historical perspective or logical dependency could have significant impact on the potential for success.  This then provides a basis for analyzing potential root causes, likelihood, severity and mitigation approaches.  Often benchmarking and lessons learned are very useful tools to facilitate the analysis.  Fault Tree Analysis (FTA) is a more formal approach to defining events and providing a structure for analysis of vulnerability and consequences.

Bottoms-Up

A bottoms-up approach involves the expression of the project as a detailed set of events or activities followed by the identification and mitigation of potential causes of failure.  This approach is structured around the lowest elements of the project, either in a functional work breakdown structure sense or in terms of sequence of events to reach a result.  Individual risk is evaluated and then aggregated to establish collective risk to determine project vulnerability.  It presumes there is a basis for assessing risk at the component level.  In hardware projects there is often substantial statistical data on the failure rate for individual components, assemblies, and systems.  This highly quantified data if often not feasible in the IFMP type of COTS-based administrative systems.  However, it is possible to provide rough estimates of risk at this level of aggregation.  For example, a sub-process in the Core Financial software that has significant gaps in functionality has higher technical risk than one where the native software code fully supports the “go to” process requirements.  In a similar manner, a sub-process that is fully supported by the software but represents a significant process change has a higher change management risk.  In both cases, high-risk items can be identified; their contribution to project success evaluated and mitigation strategies developed based on the assessed failure modes and root causes.  Failure Mode, Cause, and Effect Analysis (FMCEA) is an example of a rigorous bottoms-up technique.

Lessons Learned Libraries

The IFMP has established a Benchmarking Resource Library (BRL) to house and make available, lessons learned and best practices regarding historical IFMP, IFMP Projects, other NASA projects of similar size, and industry best practices.  This library and the NASA Lessons Learned database can be important information resources to help identify potential risks and successful mitigation strategies.  Details on the Benchmarking Resource Library are contained in the BRL Framework and the Program Change Management Plan.

In addition to the program level BRL, each of the major program support contractors (Booz-Allen Hamilton, the program support contractor; Computer Sciences Corporation, the Integration contractor; and Gartner, the Independent Assessment contractor) maintains an independent resources library for lessons learned and best practices that is directly applicable to IFMP type projects.

Fault Tree Analysis Technique

Fault Tree Analysis (FTA) is a deductive technique often used in risk/reliability analysis.  FTA utilizes a hierarchical representation of dependencies in a top down approach for assessing the likely causes of a failure of a high (top) level event.   A model is developed that logically and graphically represents the various combinations of possible events, activities, and components that contribute to the success or failure of a high (top) event.  The fault tree does not necessarily contain all possible points of failure.  The fault tree contains only those events, activities, and components whose existence contributes to the success or failure of the top event.  Significant subjectivity is used to establish the hierarchy and effects.  Probabilities of success/failure can be applied to each event, activity, and component.  Analysis postulates a high level (top) negative event, then descends through a hierarchical model of supporting (events, activities, and components), identifying the path and extent of failures that must occur in order to cause the top event to fail.  FTA helps to determine:

· Requirements and functionality most critical to the success of a functional module

· Areas where resources should be focused

· Likelihood of module success based on developing success or failure of hierarchy components

· Potential effects of functionality gap on module success

· Areas of risk requiring workarounds

Use of this technique requires significant expertise in:

· The technique itself

· Functional areas; concept of operations, functionality requirements

· Technical areas; testing, interfacing, COTS functionality

Following is an example of how FTA might be applied to Resume Management; useful in determining the effects that gaps between COTS functionality and requirements have on defined success measures, benefits, and functional drivers.

A hierarchical Resume Management model was developed based on the Business Case Analysis.  Success of the Resume Management module is dependent upon the Project's success in achieving each of the individual functional drivers.  Each functional driver is supported by success measures and benefits.  Success or failure to achieve a functional driver is based on the degree to which the success measures and benefits are accomplished.  At the bottom of the hierarchy, requirements and functional attributes are aligned with the success measures and benefits they support.  Judgements as to whether success measures are met and/or benefits are achieved depends on the specific functionality provided and requirements met by a potential COTS tool.

Judgements were made regarding the criticality of each functional driver.

· Critical functional drivers are connected by 'OR' conditions; the failure of a critical functional driver suggests failure of the functional module

· Contributing functional drivers are connected by 'AND' conditions; the failure of all functional drivers connected by 'AND' conditions suggests failure of the functional module

· Non-critical functional drivers do not contribute to the failure of the functional module and are not included in the hierarchy

Judgements were made regarding the criticality of each success measure and benefit.

· Success measures supporting functional drivers are connected by 'OR' conditions; the failure of a success measure suggests failure of the functional driver

· Benefits supporting functional drivers are connected with 'AND' conditions; the failure of all benefits connected by 'AND' conditions suggests failure of the functional driver

Judgements were made regarding the requirements and functional attributes contributing to the success of each success measure or benefit.

· Contributing requirements and attributes are connected with 'AND' conditions; the failure of all contributing requirements and attributes connected by 'AND' conditions suggests failure of the associated success measure or benefit
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Failure Mode, Cause, and Effect Analysis (FMCEA)

Failure Mode, Cause, and Effect Analysis (FMCEA) is a bottoms up inductive analysis technique used at the event, activity, or component level to define, identify, and eliminate known and/or potential failures.  FMCEA lends itself to evaluating discrete events (e.g., a system test is successful or fails or a schedule control point is achieved or missed) as opposed to making a judgement as to the level of success (e.g., how well does system functionality support a requirement).  

FMCEA can be used as an early warning technique that employs a systematic approach to examining potential points of failure and associated causes and effects.  Each failure mode may have multiple causes and precipitate multiple effects.  Failure modes can be prioritized according to impact on system success measures, benefits, and functional drivers.  FMCEA analysis can help determine:

· Discrete events or components most critical to the success of the functional module

· Obvious risk mitigation strategies

· Potential effects of event or component failure

· Areas of concern where resources should be focused

Use of this technique requires significant expertise in:

· The technique itself

· Functional areas; concept of operations, functionality requirements

· Technical areas; testing, interfacing, COTS functionality

Following is an example of how FMCEA might be applied to Resume Management; useful in supporting the test phase, where events (tests) are either successful or they fail.

Component
Failure
Cause
Effect

Import Resumes from USA Jobs
Test fails format
1. Incompatible data
Paper resumes are not eliminated



2. Communications issues


In this example, a system component (Ability to import Resumes from USA Jobs) is projected to fail during system testing.  Having projected the possible causes for such a failure, risk mitigation strategies can be developed to decrease the probability that this risk would materialize.  For example:

· Compare, analyze, and test for data format compatibility prior to system testing

· Test communication, security, and file access protocols prior to system testing

APPENDIX B - PROBABILITY AND IMPACT GUIDELINES

RISK PROBABILITY GUIDELINES
Low (1)
· The event probably will not happen 

OR

· Historical evidence, including lessons learned, suggests this to be an unlikely occurrence

OR

· Has not happened in other organizations of similar size



Medium (2)


· The event has a reasonable likelihood of occurrence

OR

· Historical evidence, including lessons learned, suggests this sometimes occurs



High (3)
· This event is very likely to occur

OR

· Historical evidence, including lessons learned, suggests this to be a very likely occurrence

OR

· Has happened in other organizations of similar size

RISK IMPACT GUIDELINES
Risk Impact Criteria:  Cost

Low (1)
· Impact limited to task or activity

OR

· Project budget overruns can be fully covered by partial use of Project funding reserves



Medium (2)


· Project budget overruns can be fully covered by full use of available Project funding reserves

High (3)
· Project budget overruns or other negative budget events impact Program funding available for pending modules; causing a delay in initiating new modules and/or eliminating planned modules



Risk Impact Criteria:  Integration/Technical
Low (1)

 
· Noticeable, but acceptable system performance degradation during peak periods

OR

· Software does not support some in-place desktop equipment but upgrades are scheduled/expected

OR

· Though some functionality is lost, system module viability does not depend on availability of interfaces

Medium (2)


· Unacceptable system performance degradation during peak load periods

OR

· Software does not support some in-place desktop equipment and no upgrades are scheduled

OR 

· Significant modular functionality dependent on availability of interfaces

High (3)
· System performance is unsatisfactory during periods of normal operations

OR

· System solutions incompatible with NASA’s IT standards

OR

· Overall system viability depends on availability and integrity of interfaces

OR

· Inability to satisfactorily integrate modules results in the IFM system becoming a collection of stovepipe systems

Risk Impact Criteria:  Schedule

Low (1)
· Individual task completed late but Project control dates still can be met

OR

· Performance related issues or decision making delays cause control dates and /or Project end date to be missed but Program/external dependencies are few or non-existent 

Medium (2)


· Project control date(s) missed, but Project end date is not slipped

OR

· Performance related issues or decision making delays cause control date(s) and/or Project end date to be missed but there is no critical impact on Program/external dependencies

High (3)
· Performance related issues or decision making delays cause project end date to be missed with significant impact to Program/external dependencies

OR

· Loss of Executive management commitment causes significant impact to IFM schedule strategy

Risk Impact Criteria:  Mission Success

 Low (1)
· Minor functionality is lost due to requirements/functionality gap

OR

· Functionality loss is acceptable; No gap closure is necessary

OR

· Minor staff resistance encountered; no additional transition support required

OR

· Unable to deploy new software on a small number of workstations; could be addressed by workstation sharing or dedicated workstations

OR

· Limited amount of functional driver benefit not met by module



Medium (2)


· Significant level of functionality is lost due to requirements/functionality gap

OR

· Unmet functionality can be accommodated by process changes 

OR

· Workarounds exist to offset loss of functionality

OR

· Significant, additional transition support required to overcome staff resistance

OR

· Additional software bolt-ons required to facilitate deployment

OR

· Module achievement is substantially below expectations for one functional driver



High (3)
· Major functionality is lost in requirements/functionality gap

OR

· Additional software is needed to close gap and make system module viable

OR

· No workarounds exist to alleviate major functionality loss

OR

· New system is rejected by users

OR

· Changes to COTS software required to facilitate deployment of new software in IFMP IT environment

OR

· Module fails to achieve one or more functional drivers or is substantially below expectations for multiple functional drivers



APPENDIX D - RISK SEVERITY ASSESSMENT MATRIX

[image: image5.wmf]Resume

Management

OR

AND

Enable timely

hiring decisions

Respond to

competitive market

environment

Continue services

despite reduces HR

staff

Conduct workforce

planning

Improve customer

satisfaction for

selecting officials

and applicants

Enable easy

exchange of

information with

internal & external

customers

Increased percent

of resumes

received

electronically

AND

OR

Reduced labor time

for applicants

Reduced time to

respond to receipt

of resumes

Continual hiring

process status

updates

Reduced resume

processing cycle

time

Reduced FTEs

expended on overall

staffing process

AND

Increased number

of resumes

processed

Decreased time to

fill open positions

Increased HR staff

time availability

Improved

consistency in

application

processing

Automated

generation of

resume receipt

acknowledgements

Automated

prioritization of

qualified applicants

Elimination of paper

resumes

Cross-Center

resume sharing

Electronic resume

transmission to

hiring manager

AND

OR

FUNCTIONAL

DRIVERS

SUCCESS

MEASURES

BENEFITS

REQUIREMENTS &

FUNCTIONALITY

ATTRIBUTES

Non-critical FD

Critical FDs

Contributing FDs

APPLICATION OF FAULT TREE

ANALYSIS TO RESUME MANAGEMENT


[image: image6.wmf]High (3)

3

6

9

Medium (2)

2

4

6

Low (1)

1

2

3

Low (1)

Medium (2)

High (3)

Risk Impact

Risk Probability

[image: image7.jpg]



[image: image8.wmf]
[image: image9.wmf]NAR, IAR

Center Management,

Integration

Project

Risk

Status

Reporting

Identification of

Top N Project risks

and mitigation

strategies;

reporting of risk

status

Agreements,

guidance, and

decisions

Project Steering

Committee, Center

PMC, Other

Agreements,

guidance, and

decisions

Identification of

Top N Project risks

and mitigation

strategies;

reporting of risk

status

Risk

Status

Reporting

Risk

Status

Reporting

INDEPENDENT

REVIEWS/

ASSESSMENTS

PROGRAM/

PROJECT

MANAGEMENT

EXTERNAL RISK

MONITORING

IFM Council, PMC,

IAR, Gartner,

Change Mgmt

Contractor

"Other" project

lessons learned DB

Benchmarking

Identified risks; informed advice

Receiving

Centers

Other

Identification of

Top N Receiving

Center risks and

mitigation

strategies

Agreements,

guidance, and

decisions

Module

Projects

(Lead

Center)

Info sharing and

coordination (as

required)

Identified risks;

informed advice

Identified risks;

informed advice

IT Steering

Committee, Center

PMC, Other

IFM

Program

Potential software

and integration

problems

Testbed

Simulation

Risk

Status

Reporting

FMCEA

FTA

Risk

Identification




APPENDIX E – RISK COMMUNICATING AND REPORTING


� EMBED Visio.Drawing.6  ���






















































































� EMBED Word.Picture.8  ���





Low - 1


Medium - 2


High - 3








Risk 


Impact





Risk Severity





Low – 1, 2


Medium – 3, 4 


High -  6, 9





Risk Severity








Risk 


Probability





Low - 1


Medium - 2


High - 3





� EMBED Excel.Sheet.8  ���





� EMBED Visio.Drawing.6  ���








1
21

_1028021164.xls
Sheet1

		

		Risk Impact		High (3)		3		6		9

				Medium (2)		2		4		6

				Low (1)		1		2		3

						Low (1)		Medium (2)		High (3)

		Risk Probability





Sheet2

		





Sheet3

		






_1035008883.doc
[image: image1.png]PROGRAM







_1023109909.vsd

_1023174100.vsd

